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CERTIFICATE PROGRAMMES FOR REPRESENTATIVES
OF THE SECURITY AND DEFENCE SECTOR OF UKRAINE

THEORY AND PRACTICE
OF COMBATING TERRORISM

30 hours /1 ECTS

(V2]

in combating it under modern conditions;

theoretical principles and elements of modern
counterterrorism strategies. Fundamentals
of terrorogenesis;

innovative and proactive management in the field
of security and defense. Strategic communications and
risk-oriented technologies in counterterrorism activities;

management of counterterrorism activities. Structure and
tasks of the state system for combating terrorism
in Ukraine;

practice of counterterrorism with the use of modern
information space capabilities. Information logistics as the
basis of anti-terrorist security;

rules of anti-terrorist security. Anti-terrorist training for
the population.

' SECURITY
" SERVICE
. OF UKRAINE
A

NEGOTIATING IN EXTREME
CONDITIONS

54 hours /1 ECTS

assessment and analysis of extreme situations: ability
to analyze counterterrorism strategies, create
psychological profiles of terrorists, and predict their
behavior;

psychological readiness for negotiations: ability
to figure out mental states, deal with stress and fear,
and act effectively under psychological pressure;

the use of psychological methods in negotiations:
command of influential techniques, persuasion, and
de-escalation in critical situations;

tactical behavior in interpersonal interaction: the ability
to adapt to challenging situations, to choose effective
negotiation strategies according to the type of conflict.



CERTIFICATE PROGRAMMES FOR REPRESENTATIVES
OF THE SECURITY AND DEFENCE SECTOR OF UKRAINE

' SECURITY
" SERVICE
. OF UKRAINE
A

SANCTIONS - A STATE
SECURITY POLICY TOOL

30 hours /1 ECTS

classification of sanction types (economic,
financial, personal, sectoral, etc.);

analysis of Ukrainian legislation on sanctions,
as well as the international legal framework (UN,
EU, US, G7);

procedural aspects of initiating, imposing,
implementing, and monitoring sanctions;

identifying sanctions evasion schemes and
participating in measures to prevent them;

analytical support for sanctions targets and
identification of risks in the economic, financial,
and security spheres.

PSYCHOLOGY OF TERRORISM
AND COUNTER-TERRORISM
STRATEGIES

40 hours /1,4 ECTS

comprehension  of  psychological and  social
mechanisms of radicalization and terrorism. Case
studies of radicalization in Ukraine and worldwide;

psychology of terrorist organizations and groups;
impact of terrorism on society;

counter-terrorism methods;

cyberterrorism and information warfare;

international experience in combating terrorism. NATO
and EU strategies for counterterrorism;

working out own anti-terrorism strategies and programs.



CERTIFICATE PROGRAMMES FOR REPRESENTATIVES
OF THE SECURITY AND DEFENCE SECTOR OF UKRAINE

DIGITAL DETECTIVE

45 hours /1,5 ECTS

conduct basic analysis of digital fingerprints;

detect and record digital evidence with Kali Linux
tools;

be aware of the procedures for collecting and
documenting digital evidence;

be able to collect digital evidence from cell phones,
computers, and laptops;

be aware of the main tasks of computer-technical
expertise;

search for information about individuals and legal
entities on the Internet;

prepare reports based on data obtained from digital
devices.

' SECURITY
" SERVICE
. OF UKRAINE
A

CRITICAL INFRASTRUCTURE
PROTECTION

30 hours /1 ECTS

classification of critical infrastructure objects and
assessment of their importance in national security;

identifying threats and assessing the vulnerabilities
of critical infrastructure objects;

planning countermeasures against sabotage, terrorist
acts, and cyberattacks;

counter-sabotage  protection of state critical
infrastructure objects in wartime and under martial law.



CERTIFICATE PROGRAMMES FOR REPRESENTATIVES
OF THE SECURITY AND DEFENCE SECTOR OF UKRAINE

STRENGTHENING INTEGRITY

IN THE SECURITY AND DEFENSE SECTOR WITHIN
THE FRAMEWORK OF UKRAINE'S EUROPEAN AND
ATLANTIC INTEGRATION

30 hours/1 ECTS/

identification of main forms of corruption in Ukraine’s
security and defense sector;

analysis of Ukraine’s anti-corruption legislation and the
experiences of EU and NATO member states
in promoting integrity;

assessment of the effective measures to prevent
corruption;

use of transparency, accountability, and interest conflict
management mechanisms.

' SECURITY
.' SERVICE
. OF UKRAINE
A

PERSONNEL SAFETY

IN THE SECURITY AND DEFENSE SECTOR
OF UKRAINE

30 hours /1 ECTS

personal security management;

measures and special means for the personal safety
of security and defense sector personnel;

mental processes, states, and psychological reactions
of a person in extreme conditions;

verbal and nonverbal means of communication
in extreme conditions.
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OPERATIONAL PSYCHOLOGY

30 hours /1 ECTS

technologies for operational personality analysis;

identification  of  psychological characteristics
of an individual's behavior through profiling;

verbal and nonverbal signs of concealing
information;

ways of predicting characteristics of interpersonal
interactions between individuals with different
personality types.

' SECURITY
.' SERVICE
. OF UKRAINE
A

STRESS MANAGEMENT
IN WARTIME

30 hours /1 ECTS

» mental states under extreme conditions;

¢ providing first psychological aid in the case
of acute psycho-emotional states;

» psychological support for military personnel and
their families;

» developing anti-stress skills.



CERTIFICATE PROGRAMMES FOR REPRESENTATIVES
OF THE SECURITY AND DEFENCE SECTOR OF UKRAINE

STATE SECRETS PROTECTION

30 hours /1 ECTS

implementation of organizational and legal measures
to protect state secrets;

coordination of agency’'s departments on matters related
to the protection of state secrets;

granting clearance and access to state secrets
to an agency staff;

methods to organize the work of a classified agency;
drafting and processing confidential documents;

developing the system for protecting state secrets
in Ukraine using the experience of NATO in dealing
with classified information.

' SECURITY
" SERVICE
. OF UKRAINE
A

METHODS TO ORGANIZE

INFORMATION AND ANALYTICAL

ACTIVITIES
60 hours /2 ECTS

use of advanced methods of data analysis, gathering,
and processing to conduct research in the field
of national security;

principles of open source intelligence (OSINT) search.
Basic definitions of OSINT. Basic OSINT methodology;

the Internet search for information on individuals and
legal entities;

use of artificial intelligence technology for data analysis;

finding objects in digital space using available images;
Excel information processing capabilities;

Berkeley Protocol in law enforcement;

creating reports based on data gathered from digital
devices.
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' SECURITY
" SERVICE
. OF UKRAINE
A

STRATEGIC COMMUNICATION ANTI-CRISIS NEGOTIATIONS:
IN THE ARAB WORLD STRATEGY AND TACTICS
IN CONFLICT SITUATIONS
30 hours /1 ECTS 40 hours /1,4 ECTS

understanding the main features of the Arab mentality e understanding the behavior and motivation of terrorists;
and way of thinking, the nature of their reactions
to the russian-Ukrainian war, and creating effective
models for successful interaction with the region
in the interests of Ukraine; » use of psychological influence techniques, and methods
of countering manipulation as well as of emotional
self-regulation under pressure;

«» the ability to adapt negotiation strategy to a specific type
of threat and situation;

cultural and religious factors in the Arab world;
« communicative flexibility and interaction in operational
groups. Ability to tailor communication to the context

Arabic system of values; - ,
and participants’ roles;

» information management in crisis situations, ability
to develop effective information campaigns, prevent
data leaks and counter misinformation;

geopolitical trends in the Arab world;

Ukraine’s relations with the Arab world: challenges,

opportunities, and prospects. » development of tactical response plans, scenarios and

algorithms for actions in crisis negotiations.
8



CERTIFICATE PROGRAMMES FOR REPRESENTATIVES " secuny
OF THE SECURITY AND DEFENCE SECTOR OF UKRAINE "~ a
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RUSSIAN SLANG IN THE FIELD OF SECURITY AND DEFENSE
(basic course)

30 hours /1 ECTS

indicators of professional readiness among security and
defense forces of the russian federation. The role
of linguistic and slang markers of professional readiness
among intelligence officers, saboteurs, etc;

russian military slang: nature, meaning, and
classification;

the peculiarities and distinctive features of the jargon
used by the staff of the Federal Security Service and
the Main Directorate of the General Staff of the Armed
Forces of the russian Federation;

e jargon used by russian army personnel; the ability
to adapt negotiation strategy to a specific type
of threat and situation;

e slang used by Cossack groups, private military
companies, and criminal groups involved in the war
against Ukraine;

e classification of russian military slang by object
names;

» difficulties in interpreting russian military slang.
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