MDKBIOOMYA
OCBITHA MNAT®OPMA

Y CEKTOPI BE3INEKUA -

B3AEMOAOIA SAPAOU
NMEPEMOI'U

3HAHHA © 3AKOH ¥ BE3MNEKA



Yy CNYXBA
OCBITHbBLO-NMPO®ECIMUHI NMPOIrPAMU phg BE3NEH
AOPYTOro (MAriCTEPCbKOIO) PIBHA o

0 YNPABJIIHHA B CO®EPI 3ABE3NEYEHHA AEPXXABHOI BE3MNEKM
BIANMOBIAHO A0 KOMMNETEHLII CYB’EKTIB CEKTOPY BE3MNEKM
POKM (3a04Ha popma HaBYaHHS)

a 3ABE3MNEYMEHHA OEPXXABHOI BE3NEKU B IHOOPMALIIUHIA CDEPI
POKM (3a04Ha popma HaBYaHHS)

e OPrAHI3ALIA 3AXUCTY IHOOPMALII 3 OBMEXXEHMM AOCTYNOM
poku (04Ha popma HaBYaHHSA)
POKM (3a04Ha hopma HaBYaHHS)

KIBEP3AXUCT Y CO®EPI IHOOPMALIIMHUX TEXHOMNOIIN TA KIBEPMPOCTOPI

POKM (O4Ha hopmMa HaBYaHHS)
POKM (3a04Ha (hopma HaBYaHHS)

019 NpeacTaBHUKIB cekTopy 6e3neKkn Ta 060poHM 3 pIBHEM OCBITU HE HUMyKYe
6akanaBpa, gKi MPOWLLNM BCTYMHI BUNPOOyBaHHA



CEPTUOIKATHI NPOrPAMM AnNd NPEACTABHUKIB
CEKTOPY BESMEKN TA OBOPOHW YKPAIHW

YKPAIHU

' CIYXXBA
" BE3IMEKU
A

TEOPIA | TIPAKTUKA
BOPOTbBU 3 TEPOPU3NMOM

NMEPErOBOPHA OIANBbHICTDb
B EKCTPEMAJIbHUX YMOBAX

30 roguH / 1 €EKTC (3 gHi)
18 roanH nekuin / 12 roanH TPEHIHriB

OCHOBM NPOTUAIT TEPOPUCTUHHUM MPOsIBaM;

po3rnag igeonorin, MoTMBaUin Ta MeToaiB
AISNbHOCTI;

nonepemkeHHa Tepopuamy Ta 6opoTbba
3 HaCUNbHULIKNM eKCTpeMi3MOM Ta
pagukanisauielo, WO BeOyTb OO TepopusMmy:
cTparerid, onepadii Ta 3MiLUHEHHA NOTeHUiany;

MEHEeIKMEHT aHTUTEepPOopUCTUYHOI Besnekn Ta
yrpaBniHHA cuUcTeMaMy aHTUTEPOPUCTUYHOTO
3aXUCTY;

iHbopMaUiHa noricTuka aHTUTEePOPUCTUYHOI
AistNbHOCTI.

90 roguH / 3 EKTC (7 gHiB)
56 ayOUTOPHUX roguH

BPErynioBaHHA KPU30BUX CUTyaUiln LUSISIXOM
neperoBopiB;

npodanniHr  y  NeperoBOpHOMY  MNpPOUECI
3 TepopucTamu,

opraHisauis i TakTuka neperoBopiB Mig 4yac
aHTUTEPOPUCTUYHUX OrnepaLin;

NCUXOSTOTIYHMI BMNSNB Ha TEPOPUCTIB
y nNeperoBopHOMY nMpoueci nig 4Yac aHTu-
TEePOPUCTUYHOI onepauil.



CEPTUOIKATHI NPOrPAMM AnNd NPEACTABHUKIB

' CIYXBA
. .‘ BE3MNEKU
CEKTOPY BESIINEKN TA OBOPOHU YKPAIHU A

YKPAIHU

OCOBMCTA BE3INEKA OCOBOBOI'O

CKJNALY NIAPO3AINIB CEKTOPY
BE3MNEKM TA OBOPOHM YKPAIHM

30rognH / 1 €EKTC
12 rogviH nekuin / 12 roanH TPeHiHriB /
6 roanH cemiHapis

MEeHeA)XMEHT 0CoOUCTOT 6e3neKku;

MOAentoBaHHSA i BianpauoBaHHA Hebe3neyHux
cuTyauin;

TUNOBI  eKCTpemarnbHi  cuTyauil, 3 SKUMU
CTUKaTbCA cniBpobITHUKM cekTopy 6esnekun Ta
000OpoHM YKpaiHM, a Takox cnocobu ix
3anobiraHHs;

iHOMBIAYyanbHa CTIMKICTb [0 iHopMauinHo-
NCUXONOriYHMX BNANBIB CYNPOTUBHUKA;
npoTUAis iIHbOpMaLiMHO-MNCUXONOTNYHUM
BANMBaM Ni 4ac MPUAHATTS YNpaBniHCbKUX
pilleHb.

PO3BYAOBA AOBPOYECHOCTI
B CEKTOPI BE3NEKM
TA OGOPOHM YKPAIHM

30 roguH / 1 €EKTC
4 AHi

NPO30pPICTb, BIAKPUTICTb, HanNexHe BpALyBaHHS
Ta 3anobiraHHs Kopynuii B YKpaiHi;

NOHATTS gobpoyvecHOCTI Ta 1 po3bynoBsa;

MIDKHapO4HO-MPaBOBi akTW, AKi perfiameHTyiTb
noBeaiHKY NocagoBuX OCiO;

KOPYMUiHi pU3MKM B KagpOBOMY MEHEKMEHTI
nigpos3ainis  cektopy 6e3nekn i obopoHU
YKpaiHy;

OCHOBHi  @HTUKOPYNUiUHI  IHCTPYMEHTU Ta
MeXxaHi3mu;

pofib rPOMAaACbKOCTI Ta mMegdia y 3anobiraHHi
Kopynuil B cekTopi 6e3nekn i 06opoHn YKpaiHwm.



CEPTUOIKATHI NPOrPAMM AnNd NPEACTABHUKIB
CEKTOPY BESMEKN TA OBOPOHW YKPAIHW

LMOPOBUM OETEKTUB
PEAJIBOBYETLCA ClIIbHO 3 APMA

8 moaynis / 152 rognHu

3M104MHN NPOTU OCHOB HauioHanbHOI 6e3nekn
SK NigcTaBa 3aCTOCYBaHHA MOKapaHHS Yy BUA
KOHpickauil ManHa;

CyydacHe KpuMiHanbHe 3aKOHO4AaBCTBO LLOAO0
ManHOBMX BUAIB NOKapaHb;

po3cnigyBaHHS YXUNEHHA Bif cnfaTtn noaaTkis,
360piB (060B’A3KOBMX NiaTexiB) SK OpUANYHA
nigctaBa anga 3axoanis APMA 3 BusasBNeHHS Ta
PO3LUYKY aKTUBIB;

OCHOBW PO3BigKM Ha OCHOBI BIOKPUTUX OXKepen,
KPpUMiHanNbHUW aHani3 y KOHTEKCTi Cy4acHOro
KOHLEeNTy aHaniTM4Hol pO3BIaKY;

3acobu 3anobiraHHA Ta npoTuail neranisauil
Joxoais, oAepXKaHux B KOPYMUiNHMUX
3M04UHIB; npoTUAis 3rnovnHam i3
BUKOPUCTaAHHAM BipTyanbHUX akTUBIB.

YKPAIHU

' CIYXXBA
.‘ BE3IMEKU
A

3AXUCT OB’EKTIB

KPUTUUYHOI IHOPACTPYKTYPM

4 moayni / 40 rogvH

3aKoHOOaBYye perynoBaHHA Ta MNPIOPUTETHI
HanpaMnW  OiSnbHOCTI  NIApO34iniB  CEKTopy
Be3nekn i 06opoHn B chepi 3axmcty OKI,;

MDKHapOOHWA OOCBIL NPaBOBOro peryntoBaHHSA
Ta nobyooBum opraHisauinHMX 3acag 3axucTy
KPUTUYHOI IHOPaCTPYKTYypH;

OCHOBHi 3arpo3um y cdepi 3axucty OKI Ta
3abeasneyeHHsa eKOHOMIYHOI Be3nekn gepxaBu;

aKTyanbHi  NUTaAHHA  OISNbHOCTI  CeKTopy
Gesnekun i 06opoHn wopao 3axmcty OKI y poaspisi

KOHKPETHUX rasiy3em eKOHOMIKN (3 ypaxyeaHHsIM
Hanpsivkie OdissnbHOCmMi ma pieHs  ¢haxoeoi
nidzomoeku cnyxadie);

aKTyanbHi NUTaHHA OiANbHOCTI  Nigpo3ainis
cektopy 6esnekn i obopoHun i3 3axmucty OKI
B YMOBaxX BOEHHOIO CTaHy.



CEPTUOIKATHI NPOrPAMM AN NPEACTABHMKIB
CEKTOPY BES3MEK/ TA OBOPOHW YKPAIHU

ONMEPATUBHA
ncuxonoris

30roguH / 1 €EKTC /
3-5 AOHiB

NCUXOMOoriYyHa TrOTOBHICTb oaxiBLUiB CeEKTopy
Gesnekn 0O ycniwHoI peanidauii npodecinHmnx
3aBaHb;

MiXkocoOucTicHa B3aemofid y npoueci
peanisauili npodecinHMx 3aBaaHb;

KOMYHiKauis 3 ocobamu 3 MeETOK noganbLuol
edeKTUBHOI cniBnpadi;

BCTAHOBIIEHHSA MCUXOSTOMNYHOIO KOHTAKTY;
0OCOONUBOCTI 3acToCcyBaHHS MeToAaiB
MCUXOSTOMNYHOIo BAMBY Yy NPOeCinHIN
OISANbHOCTI;

NCUXOSOMYHMIA  aHani3 npodecinHol  iHdopmauil
Ta NPOrHo3yBaHHs i peanisadil.

' CIYXXBA
" BE3IMEKU
A

YKPAIHU

NIArOTOBKA 30BHILIHIX
NMINOTIB BINAK |1 KIIACY

180 roguH / 6 EKTC /
22 OHi

CTPYKTypa Ta NOPSOOK BUKOPUCTAHHSA MOBITPS-
HOro NPocTopy YKpaiHu;

NOPALOK  YNpPaBSfliHHA  MOBITPSAHUM  PYXOM
Ta npasusa nomnboTiB;

aepoauHamika (NpakTu4yHa aepogmHamika);
KOHCTpyKUis BrnAK;

NbOTHa Ta TexHi4YHa ekcnnyaTtauis brnAK;
NoBITPSAHA HaBirauis;

aBiauinHa MeTeoposiorig;

NopsALOK BeAeHHA pagiooOMiHy;

Oe3neka NonboTiB;

dopmm Ta cnocobu BUKOHAHHA OOMOBUX
(cneuianbHUX) 3aBAaHb.



CEPTUOIKATHI NPOrPAMM AnNd NPEACTABHUKIB
CEKTOPY BESMEKN TA OBOPOHW YKPAIHW

CAHKLUII
IHCTPYMEHT BE3NEKOBOI
NMONITUKU OEPXXABMU

4 mopayni / 40 roguH

CYTHICTb, MeTa Ta BWOM CaHKUIMHWX 3axoAis,
A0CBig, 3aCTOCyBaHHA Ta pearnisauii B KpalHax
€C ta CWA;

ponb i Micue cyb’eKkTiB CaHKUINHOI MOMITUKA
YKkpaiHu;

OCHOBHI eTann  (OpMyBaHHS  CaHKUINHUX
npono3uuinn  Ta NiaAroToBkM 0BMeEXyBasibHUX
iHiLiaTMB cy®’eKTamMu CaHKLINHOT NONITUKK;
MexaHiamMu o00xony obmexyBanbHUX 3axoAdiB
(caHkuin) Ta cnocobu npoTunai;

0CoOnNMBOCTI npoBeaeHHs MOHITOPUHIY
€(d0eKTMBHOCTI 3aCTOCOBaHMNX CaHKLiW;

OSINT: TexHonoris 36opy Ta aHanisy gaHux i3
BIOKPUTUX KeperT,

BipTyanbHi akTnBu, SIK 00’€KT po3BigyBasibHOro
aHanisy;

doiHaHCoBI po3cnigyBaHHS 3I104NHIB i3
BUKOPUCTAHHAM KPUMTOBAsOTHU.

' CIYXXBA
" BE3IMEKU
A

YKPAIHU

OPrAHI3ALIA

IHOOPMALLIMHO-AHANITUYHOI

AIANbHOCTI

120 roguH / 4 €EKTC

opraHisauisi IHpopMaUiHO-aHaTOSMITUYHOI
AianbHOCTI B cektopi 6e3nekn i obopoHn,
IHpopMaLinHa B3aemoais;

nigroToBka ynpaBniHCbKOro PiLLEHHS
KepiBHMKOM Nigpo3ainy B ymoBax il npaBoBOro
PEXMMY BOEHHOIO CTaHy B YKpaiHi,

3acagm IHpopMaUinHKX NpPaBoOBIAHOCUH,
3acobn 3axucTty npaBa Ha Aoctyn AOo
iHpbopMmaLil, MbXHapogHO-NpaBOoBi cTaHAAPTW;

meTogosioria  Ta  iHCTpymeHTapin  OSINT,
3abe3neyeHHa BracHoi ©Oe3nekn nig 4ac
OSINT;

BeaeHHA B GEOINT;

moxnusocTi Excel 3 06pobku iHdopmauil:
erniemMeHTun ynpasniHHS, popmMynu Ta BOygOBaHi
dyHKUIT, IHCTPYMEHTH iHporpadiku.



OXOPOHA REPXXABHOI
TAEMHMULI

30roauH / 1 €EKTC /
5 AgHiB

OCHOBHI 3acaan pAep)aBHOI iHdopMaLinHOT
NONITUKM WOOO0 AepXXTaEMHUL;
CUCTEMA OXOPOHW AEPXKTAEMHULI B YKpaiHi;
HafdaHHs, NepeodOpPMIIEHHS Ta CKacyBaHHS
A0MycKy rpoMagsaH 40 AepXXTaEMHUL;
3aceKkpeyvyBaHHS Ta po3ceKkpeYvyBaHHS
MaTepianbHUX HOCITB IHdopMau,T;
3aBaaHHa PCO, opraHisauis  cekpeTHoro
AinoBoACTBA;

3abe3neyeHHsa pexumMmy CekpeTHOCTI nig 4vac
00pobKK iHdbopMaLil, LLIO CTaHOBUTb
AEepPXTAaEMHULKO, B aBTOMATU30BaHMX CUCTEMAX;

nepeocopmneHHs / 3ynnMHEHHs Ajl / ckacyBaHHS
crneuianbHOroO  O03BOMly Ha  NPOBaKEHHS
AiSiNbHOCTI, NOB’SI3aHOI 3 AEPXXTAEMHULEID;

OXOpoHa iHdopmauii 3 obMeXeHUM LOCTYNoM
HATO.

' CIYXXBA

CEPTU®IKATHI NMPOrPAMM ANSA NPEACTABHMKIB pOY 5
CEKTOPY BE3MEK/ TA O5OPOHU YKPAIHM

YKPAIHU

ONEPATUBHO-PO3LUYKOBA

AIANbHICTDb ¥ COEPI BOPOTbBM

3 KOPYINUI€EIO
TA OPrAHI3BOBAHOIO
3JIOMUHHICTIO

30roguH / 1 €EKTC /
3 OHi

CydaCHMM CTaH Ta TeHOeHUil pPOo3BUTKY
OpraHi3oBaHoOl 3NOYMHHOCTI B YKpaiHi;

3aranbHa  XapakTepucTuka  Kopynuil  Ta
aHTUKOPYMLUIMHOIoO 3aKOHO4aBCTBa YKpaiHu;

NpoTnAiA TpaHCHaLUioHanbHOMY HapKobi3Hecy
cyb’ekTamm cekTopy besneku;

onepaTuBHO-PO3LLYKOBA AiSNbHICTL Y  cdepi
OopoTbbM 3 oOpraHisoBaHUMU  3MTIOMUHHUMU
yrpyrnoBaHHAMN MPOdeCIMHNX 3N0YNHLB,;

CTaH Ta TeHAeHUil pPO3BUTKY OpraHisoBaHoIl
3MOYNHHOCTI HaCUMbHULLKOI CMPAMOBAHOCTI B
YKpaiHi.



CEPTUOIKATHI NPOrPAMM AN NPEACTABHMKIB
CEKTOPY BES3MEK/ TA OBOPOHW YKPAIHU

' CIYXXBA
" BE3IMEKU
A

YKPAIHU

YAOCKOHAJIEHHSA PIBHA 3HAHb
3 YKPAIHCbBKOI MOBM

AOBIrOCTPOKOBA CEPTU®IKATHA NMPOIrPAMA
ana daxisuis cektopy 6e3neku n o6opoHu
Ta MKHapOAOHMX NapTHepIB

1 pik/ 8 EKTC / WwoTuxHA No 4 roguHn / o4HO/ANCTaHLINHO

3aCTOCYBaHHA YKpPaiHCbKOI MOBU SIK LepXXaBHOI
y NpodpeciviHin  QisinNbHOCTI  CniBpOBITHUKIB
cekTopy 6e3nekn Ta 000POoHY;

NeKCu4Hi  3acobu  oiLiNHO-AINOBOro  CTUNH,
TUNOBI MOPYLUEHHS NEKCUYHUX Ta CTURICTUYHUX
HOPM Yy TEKCTax paxoBUX JOKYMEHTIB;

CKnagHi Bunagku opdporpacpil Ta nyHKTyauil
B  TeKCcTax npogeciiHoro  crnpsiMmyBaHH4A
Bi4NOBI4HO A0 YMHHOrO NpaBomnuey;

MOPQOOSIONiYHI HOPMU CY4aCHOro YKpaiHCbKOro
OQiLINHO-AINTIOBOro MOBIIEHHS (CKIMaaHi BUNaaKu

BiAMIHIOBAHHA CIiB, Y3rOPKEHHA YMCITIBHUKIB 3
IMEHHMKaMW, JiecniBHI (oOpMU, NPUAMEHHUKN) Y
draxoBUX LJOKYMEHTaX;

CUHTaAKCM4YHI 0cobnmBoCTi 0iuliHO-AiNoBOro
CTUNIO (NAcMBHI KOHCTPYKLUIT, CKNagHi BUNagku
KepyBaHHA Ta  KoopAuHauil nigmeta 3
npucyakom, TUMOBI MNOMUNKM B  Nobyaosi
CKNnagHMX pedvYeHb) B TeKcTax npodhecinHoro
CNpsSAMYBaHHS;

KynbTypa YCHOrO MOBMEHHS CrniBpobIiTHMKIB
cekTopy 6e3nekn Ta 00OPOHN.



WEBSITE: academy.ssu.gov.ua
INSTAGRAM: academy.ssu
FACEBOOK: HauioHanbHa akagemisa Cb YkpaiHu



