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1. Onuc HAaBYAABLHOT AMCUHMILTIHH

I

i ITokaznuk 3Ha4YeHHs [TOKa3HUKa
Kype (1) 1

Cemectp (1) 2

O6csr (kpeoumu EKTC/200unu) 4/120

KinekicTs 3MicTOBHX MOyniB -

! . . s .
P O3MMOAUI 'OOMH 3a BUIAMH HaBYAJILHO! JISIJTLHOCTI

nexuii (JT) 18
npakTy4Hi 3aH8TTs (113) 20
caMocTiifHa po6ota (CP) 82
|hopMa mifIcyMKOBOrO KOHTPOIIIO (cemecmp) ‘ Hud. 3armix

2. MeTa Ta 3aBAaHHSA HABYAJIbHOT AHCLHHIJIIHHA
2.1. Merta Ta 0CHOBHI 3aBAAHHS BUBYEHHS HABYATbHO] JUCIHUIUTIHU

Mera: HaBuanbra aucrumiina «3actocyBaHHS MeTOIB i 3ac06iB OSINT y WEB-

CepeNloBHILI» Mepeabadac HabyTTS TEOPETHYHMX 3HAHB TA NPAKTHYHUX HABMYOK 3
NouryKy, 30MpaHHs Ta aHalizy iHdopmaii i3 3aralsHOZOCTYIIHUX JDKepel Mepexi
InTepHer.

3aBIaHHS:
BMBYEHHs OCHOBHMX NIPUHLKIIB 3AIHCHEHHS TIpodeciitHoro nowyky iHbopmauii B
Mepexi [HTepHeT;
O3HAHOMJICHHsl 3 OleparopamMH  iH(GOPMAUiHHO-TIONIYKOBUX  CHCTEM,
Crieliali30BaHNMHU 3aC06aMH Ta CepBICaMH /IS MOLIYKY B Intepner;
3aCBOCHHSA BMIHb Ta HAaBMYOK E(QeKTHBHOIO BHKOPHMCTAHHS iHpopmarifiHux
pecypciB IHTepHET; >
BUBYCHHS NIOPAIKY Ta TEXHOJIOTI] BiAOOpy iHdopmaLil 3 BinkpuTux mkeper;
BUBYEHHs IPUHILINIIB BepHQiKallii HeTeKCToBOI oHalH-iHdopmarii (¢doro, Bineo);
BHBYCHH:A OCHOBHHX MOXK/IMBOCTEH NPOrpaMHOro 3acoby noby 0B iHTeNeKT-KapT
MindManager;
3aCBOEHHS BMiHb Ta HABHYOK 3 [OWIYKY, 30MpaHHs Ta aHanizy iHdopmanii i3
3aralbHOJOCTYTHUX JKepes Mepexi [HTepHer.

2.2. Pe3ynpraTi HaBYaHHA
O6o0B’s13K0Ba HaBYaNbHA AUCLHUILTIHA «3aCTOCYBAHHS METOMIB i 3ac06is OSINT

y WEB-cepenoBumii» cnpsmMoBaHa Ha JOCSATHEHHS IPOTPAMHUX pE3yJIbTaTiB
HAaBYaHHS, SIKI B iHTErpOBAHOMY (CHHTE30BAaHOMY) BHIVISAI BM3HAUYCHI y mnpodimi
OCBITHBO-NIpOeciitHol nporpamu «KiGepsaxuct B chepi iHpopManiHHKMX TeXHONOTiH
Ta KibeprpocTopi» (8i0 30.06.2023 p. Ne 29/3/1/1-5566i), a came:




IIPH-01 |3acTocoByBaTH CHCTEMHHI aHali3 Ta CHHTE3 [UIA BHpIlEHHd 3aBJaHb
3abe3neueHHs HalliOHAIbHOI GE3IeKH.

IIPH-03 |IIpuiiMaTd OGIpYHTOBaHi pillleHHs 3 INHTaHh 3a0e3[€YEHHA HaLliOHAIHHOI
Gesnexu gepkaBd (kibep3axuct, 3abesmeuyeHHs [OepKaBHOI Oe3NMeKH B
inbopMmariiHii chepi), y TOMy uYMCai B ymoOBax GaraTOKpHUTEpiaJBHOCTI,
HENOBHHUX YM CyNepewIMBHUX iHGOpMaIlii Ta BUMOT.

IIPH-07 | AHanisyBaTH Ta OLIHIOBAaTH NOTEHUiAHHN BIUIMB PO3BHUTKY TEXHOJOTIH Ha
Cy4YacHHMM CTaH 6€3MEKOBOT0 CEpENOBHINA.

IIPH-18 |Kputuyno ocMucmoBatd mnpoGreMu indopmaniiiHoi Gesneku Ta/a6o
kibepbe3neky, y ToMy YHCIi Ha MKTaTy3€BOMY Ta MidKIMCHMILTIHADHOMY piBH,
30KpeMa Ha OCHOBi pPO3yMiHHS HOBMX pe3yJBTaTiB iH)KEHEpHHMX i (i3HKO-
MaTeMaTHYHMX HayK, a TAKOX PO3BUTKY TE€XHOJIOTiH CTBOpPEHHS Ta BAKOPHUCTAH
CIIEI[iaTi30BaHOr0 MPOrPaMHOro 3a6e3neYeHHs.

IIPH-19 |AHanisyBaTd Ta OLIHIOBaTH 3aXHINEHICTh CHCTEM, KOMIUIEKCIB Ta 3acobip
Kibep3axucTy, TEXHONOril CTBOPEHHA Ta BHMKOPHCTAHHA CIIEIiaTi30BaHOIO
IpOrpaMHoOro 3abe3neyeHHs.

[IPH-21 | JocnimkyBaTi cucTeMH Ta 3aco0u iHopmMaliiHoi 6e3neku Ta/abo KibepGesneku
Ha 06’ ekTax iHhpopMaUifHOI JiABHOCTI Ta KPUTUIHOI iHGPACTPYKTYPH.

3. IIporpamMa Ta CTPYKTypa HaB4YaJibHOI JHCIHILTiHA
Ha3eu 3MicToBHX MOZYIIiB, TEM HaBYAILHHX 3aHATH KinexicTe rogux
Yesoro | JI |13 | C3 | JI3 | CP

1 2 3 4 k] 6 | 7
Moayas L. 3acrocyBaHHS MOIIYKOBHX METOIIB i 120 18 | 20 82
3aco0iB y WEB-cepeaoBumi ’
Tema 1. Web-npocrip, sk cepeaoBuime nomyky 74 12 | 12 50
indpopmanii
Jlexuist Ne 1. OcobmiBocTi npogeciiiHoro nomyky 4 8
iHpopMmarltii y web-cepeffoBumi
Ipaxtuune 3ansrrs Ne 1. [Ipaktuuni acnekta 4 9
3acTOoCyBaHHS iHpoOpMaIlifHIX OomepaTopis
Jlexuist Ne 2. OcHOBHI BUMOTH 10 (hOpMyBaHHs 4 8
MIOITYKOBHX 3aIlHTIB.
[Ipaktiune 3auaTTs Ne 2. [IpakTiuni acnexTu 4 9

3aCTOCyBaHHS CIIEIiaTi30BaHHX 3aC0O0iB Ta CEpBICiB
OSINT pns no6yBanHs 6a30BHX BiIOMOCTEH CTOCOBHO
iZeHTH(IKOBAHOrO 06 EKTY MOLIYKY

Jlexuis Ne 3. PekoMeHanii 3 BUKOPACTAHHSA Cy4acCHHX 4 8
TEXHOJIOTi# 3 MeToI0 3a0e3neYeHHs BIacHOI Oe3neku
CIiBpOGITHUKIB IIPH 3/iMCHEHH] IOIMYKOBHX 3aXO/IiB

IlpakTaune 3ausTTs Ne 3. [IpakTuuni acnexTu 4 8
3abe3nedeHHs aHOHIMHOI poboTH B IHTEpHET Ta
BHKOPHCTAHHS BiJIIIOBITHUX NPOrpaMHMX 3ac06iB i
TEXHOJIOT1i

Tema 2. Bisyanizanis indopmauii crocoBHo 06’ exTy 46 6 8 32
IOmyKy




IpOrpaMHMX IPOAYKTIB, HOBITHIX METOAWK Ta NPHHOMIB aKTHBi3allil yBaru
37100yBayiB BUILIOI OCBITH, IIJ0 HABYAIOTECS, PO3B’A3aHHA CUTYaLliMHAX 3a/1a4.

S. OuinloBaHHA pe3y/ILTATIB HABYAHHS

5.1 Pesynbraty HaB4aHHA 3700yBavya BHIIOI OCBITH 3 HABYAJIBHO! IMCLMILTIHA
OIHIOIOTECSA 32 100-6anbHOIO INKATOI0 SK Cyma GalliB MOTOYHONO Ta IIJCYMKOBOIO
KOHTPOJIIO i3 3aCTOCYBaHHAM HACTYITHMX BaroBHMX Koe(illieHTiB, 3araibHa cyMma SKHX
ZIOpiBHIOE 1:

ITotrounuit xoutpos (K) | | 0,6

IMincymxoBuit kouTpOIH (ITK) 0.4

ITizrcymkoBa cemectpoBa oninka (IICO) o6uncinoerses 3a popmyaore: IICO=K+ITK

5.2. CknajavkaMu A obuuciieHHs 6ally HMOTOYHOrO KOHTpOIIO 37100yBaua
BHIIIOl OCBITH €:

Hoi miamprocti

Po6orta Ha nexuisx (BeaeHHsS KOHCIEKTY JieKuiit abo iHme) 2
Po6oTa Ha NpakTHYHUX 3aHATTAX 10
Bukonanns iHAMBIAyanbHUX Ta/ab0 rpymmoBHX 3aBJaHb 5
CwianaHas nupepeHiioBaHoro 3aliky 50

MiniMaabHa KUIBKICTE 6aJiB JJ1d JOMYCKY 10 MiZICYyMKOBOro KOHTpoJIo — 40 GaJiB

5.3. Illxana oniHroBaHHA 3400yBaya BHUIIOI OCBITH

Biominno — 8ioMiHHe 6UKOHANHA TuMmE 3 HESHAYHOIO KINLKICMIO ROMUROK.
3n06yBad BHMIIOI OCBITH BHABIAE OCOOMMBI TBOpUi 3AiGHOCTI, BMi€ CaMOCTiiHO
A 90-100 _31106ynam 3HAHHA, 6e3 monomoru BUKIIa/ia4a SHAXONHTH T4 OIpalbOBYE Heoﬁ.xizmy

in¢opmaliito, BMiec BEKOpHCTOBYBATH HaGyTi 3HAHHA 1 BMIHHA 1 IPUAHATTA PilIeHb
Y HECTaHNApPTHHUX CHTYallifX, NepEKOHIHBO apryMEHTY€ BiANOBili, CaMOCTiiHO
PO3KpHBAE BIaCHI 061apyBaHHA i HAXHIIH.

Hyoice 0obpe — suuye cepednvo2o pisHs, ane 3 KiNbKOMA ROMUNKAMUY.

B 84-89 3n06yBay BUIO] qcni?n BiIBHO BOJIOZIE BHBYCHHM 00CATOM Marepiaiy, 3aCTOCOBYE
HOro Ha IpaKTHI, BiIbHO PO3B’A3ye BIpABH i 3afadi y CTAHAAPTHHX CHTYallifX,

CaMOCTiiHO BMIpABIIAE AONYINEHI TOMUIKH, KUTbKICTh SKMX HE3HA4HA.

Hobpe — 3azanom npasunvra poboma, ane 3 nesHoI0 KiNbKiCmO ROMUNOK.

-3006yBau BHINOI OCBITH BMi€ 3iCTABIATH, Y3arajibHIOBaTH, CHCTEMaTH3yBaTH
C 75-83 indopmaiio mig KepiBHMUTBOM BHKIajada; B LLIOMY CaMOCTIHHO 3aCTOCOBYBATH ii
Ha NpPaKTHIIi; KOHTPOJIOBATH BIACHY AiSUIbHICTB; BUIIPABJIATH IOMMIKH, CEPEl AKX
€ CYTTEBIi, TOGUpaTH apTYMEHTH WIS MiATREPKEHHS YMOK.

3adosinbHo — nenozaro, ane 3i 3HAYHOI KINLKICMIO HEOORIKIS.

3no6ysad BHIIOI OCBiTH BiATBOpIOE 3HAYHy YaCTHHY TEOPETHYHOTO MaTepiany,
D 65-74 BHABJIAE 3HAHHA 1 PO3yMiHHA OCHOBHHX IOJIOXEHb; 3 JOIOMOTOI0 BHKJIAJa4a MOMKE
aHaJli3yBaTH HAaBYAIBHUN Marepiaj, BUNPABIATH IOMHIKH, Cepell AKMX € 3Ha4Ha
KiJIbKiCTb CYTTEBHX.




JLocmamubo — 8uKOHGHHA 3A0060MLHAE MIHIMANLHI BUMORU.
E 60-64 3n06yBad BHINOI OCBITH BONOJi€ HABYAIPHMM MaTepiaioM Ha piBHi, BHIIOMY 3a
TIOYaTKOBMH, 3HAYHY YaCTHHY HOro BiITBOPIOE Ha PENPOAYKTHBHOMY DiBHi.

Heszadosinbho — nompibna dodamkosa poboma.
FX 35-59 3n06yBau BMIIOI OCBITH BONOAiE MaTepiaioM Ha piBHI OKpeMHX (hparMeHTis, MmO
CTAHOBJATH HE3HAYHY YaCTHHY HABYANTLHOTO MaTepiany

Heszadogineno — nompibna suauna dodamxosa poboma.
F 1-34 3n06yBau BHINOI OCBIiTH BOJIOJIi€ MaTepialioM Ha PiBHi eJIEeMEHTAPHOTO PO3Mi3HAHHA i
BLITBOPEHHA OKpeMHX (haxTiB, eleMeHTiB, 06’ €KTiB.

6. PecypcHe 3abe3neueHHsl HABYAJIbHOI JHCHHILIIHH

PexomeHnnoBani jxepena indopmarrii
OcHoBHa niTeparypa:

1. CrosHoB I.I. OcHOBHU aHaNiTUYHOI po6oTH : Hard. noci6. — Kuis: LleHnTp HaBY.-
HayK. Ta HayK.-npakT. BuA. HA Cb VYkpainy, 2014. 280 c.

2. Indopmaniilino-ananiTHYHe 3abe3ledeHHs ONepaTHBHO-CIIYX00BOI TisIBHOCTI
opraHiB Ta nizapo3ainiB Cb Yxpainu y 3agavax i npukianax: HaB4. nmoci6. / 3a 3ar. pen.
ApTtromuna I'.'M. — KuiB: HaykoBo-BuaaBHuuuil Bigain HA Cb Ykpainy, 2021. 304 c.

3. Suimescekuii JI.0. Opranizanis iHpopMauifiHoro 3abe3ne4eHHs onepaTHBHO-
ciryx60Boi gisnmpHOCTi Ciryx6u 6e3neku Ykpainu : HaB4. nmoci6. Kuis : LleHTp HaBu.-
HayK. Ta HayK.-npakT. Bujl. HA Cb Vkpainn, 2010. 167 c.

4. Conogap O.I., Mimenko b.. OcHoBu ananiTHyHOi gisuibHOCTI B Cb Ykpainu :
HaBy. noci6Huk KuiB : LleHTp HaB4.-HayK. Ta HayK.-nipakT. BuA. HA Cb Ykpainu, 2010.
118 c. ‘

5. Comopap O.1. Ananituyni nokymeHTd B Cb Ykpainu : HaB4. — HayK. KOMILIEKC.
KuiB : LlenTp HaB4.-Hayk. Ta HayK.-nipakT. BUuA. HA Cb Ykpainy, 2014. 200 c.

6. Conomap O.1. OcHoBH aHaniTH4HOI AismbHOCTI B Ciyx0i 6e3nexkd YKpaiHH.
Po3naTkoBuii MaTepiai Juis MpakTUYHUX 3aHATh. Kuis, 2010. 60 c.

7. TakTUYHUM KpUMiHAIEHUH aHAJi3: TeOpis Ta MPAKTHKa; HaBYaIbHHUM MOCIOHMK
/ O.€. Kopucrin, H.I1. CBupumiok, O.M. Linemak, O.M. 3aeup, K.1O. Icmaiinos, B.A.
Hekpacos; MBC VYkpaiuu, JHI, OAYBC. Oneca: PBB OAYBC, 2019. 216 c.

8. ®enyak I. A. OcHOBU KpUMiHAJIFHOTO aHAi3y: HaBYaJIbHUN NOCIOHUK. JIBBIB :
JIbBiBCHKHIL iep)KaBHUM YHIBEpCUTET BHYTpIIIHIX crpas, 2021. 288 c.

9. OcHoBH KpHMiHANEHOrO aHamizy: miapy4Huk / 3a 3ar. pen. Kopucrtina O.€.,
Kwuis, 2019. 296 c.

10./IoBimHUK KepiBHMKa MNOJilii — nojilnedcbka isJIBHICT, KepoBaHa
po3BigyBanbHOIO aHaiTHKO. ILP: HaBu. moci6. / Kopucrin O.€., ITedtie /1.0,
IlenskoB C.B., Hexpacos B.A. KuiB : BunaBuunrso «Jlrogmuna», 2019. 120 c.

11.Kopuctin O.€., Timoumn A.C. [HdopMauiiiHi TexHONOri B KpUMiHAIEHOMY
aHali3i (MpakTU4YHAa YacTHHA) : HaBYaubHUit mocibHuk. 2023. 112c.

Jonmomi>xHa JiTepatypa:

1.Boba R. Crime Analysis with Crime Mapping, Vol 2. (2009). Sage:
LosAngeles.

2. Chisum, J., and B. Turvey. 2007. Crime Reconstruction, London: Elsevier
Academic Press.

3. Kalynovskyi, A., & Shkolnikov, V. (2017). Using Criminal Analysis for
Combating Organized Crime. LawRev. Kyiv UL, 300.




HopmaTuBHO-NpaBOBi aKTH:

1. Koncrurytis Yxpaiuu, 1996 p. (3i sminamn)

2. 3akoH Ykpainu “Ilpo nanionansny Gesneku Ykpainu”, 2018 p. (3i 3Minamu)

3. 3axon Ykpainu “TIpo Cnyx6y 6eanexu Ykpainu”, 1992 p. (3i 3minamu)

4. 3akon VYkpainu “Tlpo omepaTHBHO-pO3IIYKOBY misnbHICTE”, 1992 p. (3i
3MiHAMH)

5. 3axoH Ykpaiuu “IIpo koHTppo3BiayBanbHy AisiasHicTs”, 2003 p. (31 3MiHaMu)

6. 3akoH Ykpainu “Ilpo inpopmauio”, 1992 p. (31 3MiHamn)

7. 3axon Ykpainu “IIpo 3axuct nepconansHux aanux”, 2011 p. (3i sMinamu)

8. 3axon VYkpaimu “Ilpo poctyn mo my6miusoi indpopmanii”’, 2011 p. (3i
3MiHaMH) :

9. 3axon Vkpainu “Ilpo nepxxaBHy TaemuuIro”, 1999 p. (3i 3Minamu)
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