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1. Onuc HABYAJBHOI AUCHUTLTIHA

[Toxa3Huk 3HaYeHHSI MOKa3HUKA

Kypc 1

Cemectp 2

O6csr (kpeoumu €EKTC/e00unu) 6/180

KinpKicTh 3MICTOBUX MOJIYJIiB 4

Po3srmoai roquH 3a BUgaMyu HaBYAJIBHOT JISTGHOCTI:

aekii (JI) 38

ceminapchki 3aHsaTTs (C3) -

npaktuyHi 3aHatTa (I13) 38

nabopaTopHi 3aHATTs (JI3) -

1HAMBITyasbHI 3aBaanHs (13) KypcoBa po6ota (30)

camocriitHa po6ota (CP) 104

dbopma 1iJICcyMKOBOT'O KOHTPOJIIO (cemecmp) ex3ameH (2)
KypcoBa (2)

2. MeTa Ta 3aBJAHHA HABYAJIbHOI JUCHHUILTIHHA

2.1. Mera Ta OCHOBHI 3aBJaHHS BUBUYEHHS HABYAJIHLHOI JUCIIAIUIIHA

Mera: oTpuMaHHS CTYyJACHTAaMH 3HAHb Ta HABUUYOK IOJO 3aCTOCYBaHHS Ta
BIIPOBA/DKCHHS OpraHi3alliiHUX Ta TEXHOJIOTIYHMX 3axXOJliB, IOB’SI3aHUX 3
KHOEpP3axXuCTOM O00’€KTIB KPUTUYHOI 1HPPACTPYKTYpH, 3700YyTTS MNPAKTUIHUX
HAaBUYOK IIOJAO 3AIMCHEHHS TEXHOJIOTIYHUX oOllepalii 3 Kioep3axucry, sKi
BIIPOBAKYIOTHCS Ha 00’ €KTaX KPUTHUYHOI 1H(POpMaIiiHOT 1HGPACTPYKTYpH.

3aBaaHHS:

- BUBUYEHHS OCHOBHUX OPTaHi3aIliiHO-METOIOJIOTTYHUX Ta TEXHIYHUX 3aXOIB 3
K10ep3axucTy, K1 BIPOBAIKYIOThCS Ha 00’ €KTI KpUTUUYHOI IHPPACTPYKTYPH;

- BU3BHAYEHHS 3aXO[iB 3 KIOEp3axHCTy Ha BCIX CTaAisiX >KUTTEBOTO LHUKIY
00’€KTa KpUTUYHOI 1HPOPMaLIIHOI IHPPACTPYKTYpH;

- OBOJIOJIIHHSI TEOPETUYHHUMH Ta MPAKTUYHUMHU 3HAHHSMH, 110 HEOOX1THI IJIs
BUKOPHUCTAHHS Ta 3aCTOCYBAaHHS TEXHOJIOTIYHUX omepaliid 3 kibep3axucrty o0’ekta
KPUTUYHOI 1HPOPMaLIIHOI IHPPaCTPYKTYpH.

2.2. Pe3ynbTaTyl HABYaHHS

OO6oB’s3k0Ba  HaB4yasibHa aucHuruiiHa «KiGep3axuct 00 ’€KTIB KPUTUYHOI
1H(DpacTpyKTypu» CIpsIMOBaHA HA JIOCATHEHHS MPOTPAMHUX PE3YJIbTATIB HaBYAHHS,
Kl B 1HTETPOBAHOMY (CHHTE30BAaHOMY) BUIJIS[I BHU3HAYECHI y TPOQuIl OCBITHHO-
npodeciitnoi mporpamu  «Kibep3axuct y cdepi iHbOpMAIITHUX TEXHOJOTIH Ta
kioeprpocTopi» (6i0 11.09.2024 Ne 29/3/1/1-1276/6i), a came:
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ITPH 1

3acTOCOBYBAaTH CHUCTEMHHI aHalli3 Ta CHUHTE3 JUIS BUPILICHHS 3aBJIaHb
3a0€e3IeYyeHHs HAlllOHAJIBHOT OE3IIEKH.

[1PH 2

3acToCOBYBaTH BITUYM3HAHUNA Ta 3apyODKHUN JOCBiA 3a0e3MedYeHHs
HalllOHAJIbHOI O€3IMEeKH 3 ypaxyBaHHSAM Teopii HaIllOHAILHOT Oe3MeKH ITi]T
gac 3MIMCHEHHS MpodeciitHol AisTIbHOCTI.

[IPH 7

AHani3yBaTH Ta OI[IHIOBATH MOTEHIIIMHNUI BIUIMB PO3BUTKY TEXHOJIOT1H Ha
CY4YacHHUH cTaH 0€3MEeKOBOr0 CepeIOBHIIIA.

IIPH 12

3acTOCOBYBaTH CIIeliali30BaHl KOHIIETITyallbHI 3HAHHS, 10 BKJIIOYAIOTH
CydJacHI HAyKOBI 3700yTKM 1 € OCHOBOIO JJIi MPUUHATTS €(HEKTHUBHUX|
pillieHb, IPOBEICHHS JAOCITIKCHb Ta KPUTHYHOTO OCMHUCIICHHS TIPOOJIEM Y
rajxy3i HalllOHAJIBHOI Oe3IeKH.

[TPH 19

AHamizyBaTH Ta OIIHIOBATH 3aXHIIECHICTh CHCTEM, KOMIIJICKCIB Ta 3aC001B
Ki0ep3axucTy, TEXHOJIOT1l CTBOPEHHS Ta BUKOPUCTAHHS CIIEI1ai30BaHOTO
IIPOTPAMHOT0 3a0€3ICUCHHS

[TPH 22

OmiHtoBaTi puU3HWKK JUis  iHpopMaliiHoi Oe3neku Ta/abo KiGepOe3meku
oprasizarii

ITPH 26

[IpuitmaTtu OOTpYyHTOBaHI PIIIEHHS 3 OpraHI3allifHO-TEXHIYHUX MUTaHb
iHdopmaliiiHoi  Oe3reku  Ta/abo  kiOepOe3mekun y  CKIAgHUX 1
HemependayyBaHUX YMOBaX, Y TOMY YHCH1 13 3aCTOCYBaHHSIM Cy4acHUX
METO/IIB Ta 3ac001B ONTHUMI3allil, IPOTHO3YBAHHS Ta MPUNUHATTS PIllICHb.

3. IIporpamMa Ta CTPYKTYpPa HABYAJIbHOI AMCIHUILIIHA

HasBu 3MicTOBHX MOJyIiB, TeM HaBUAIBHHUX 3aHSTh

Kinexicts ronuH

VYeworo | JI | C3 | 113 | JI3 CP

1 2 3 4 5 6 7

Cemectp 2

3micToBuii Moayab 1. «TexHoJsioriuni miaxoamn moao ingopmauiiiHoi de3nexu

00’ €KTiB KPUTHYHOI iIHPpPaACTPYKTYpPH»

Tema 1.1. Bumorm a0 kiOep3axucry o0’ekrtiB| 4 2 2

KPUTHYHOI iHppacTPyKTypH

Jlexis

KPUTUYHOI iHPPaACTPYKTYpH

IIpaBoBa ©0a3za kibep3axucty 00’ €KTIB 2

Camocriiina pobdota 1. HopMaTtuBH1 TOKYMEHTH, 10 2

BHU3HAYAIOTh BUMOT'H JI0 KIOEP3axUCTy 00’ €KTIB
KPUTHUYHOI iHDPACTPYKTYPH.

Tema 1.2.
00’€KTaX KPUTHYHOI iIHPpacTPpYKTYpH

IHonaiTuka indopmaniifHoi Oe3MeKn Ha 8 2 2 4

Jlexuis 2. [ToniTuka yrnpaBiaiHHS PU3UKaAMU 2
1H(dopmarIiiHoi 6e3neKu

Camocriitna po6ota 2. OCHOBHI pO3J1JIA MOJITUKH 2

1H(popMaIliiiHoi 6e3neKu Ha 00’ €KTI KPUTHYHOT
1H(GPaACTPYKTYPH.

[Ipaktrune 3auatT4 1. BUusHaueHHs paB KOPUCTYBaviB 2
IIPOTPaMHHMMHU 3acO00aMM 00’ €KTa KPUTUIHOT

1HpacTPyKTYypHu




5

CamocriitHa po6ota 3. OcoOIUBOCTI CTBOPEHHS TPy Ta
pU3HAYEHHS apOoJIiB KOPUCTYBayaM B OIEpalliiiHiii
cucreMi Windows

Tema 1.3. JlocTyn KopucTyBa4iB /10 00’ €KTIiB
KPUTHYHOI iHQpaCcTPYKTYpH

14

Jlexmiss 3. YmpaBmiHHS JOCTYIOM KOPHUCTYBadiB 0
00’ €KTIB KpUTHYHOI 1HHPACTPYKTYPH.

Camocriitna po6ota 4. JlocnimkeHHs TOJITUK
YIPABIIHHS JOCTYIIOM

[IpakTune 3anstTa 2. Hanmamrysanus
[IEHTPATI30BAHOTO JIOCTYITYy KOPUCTYBadiB 10 00’ €KTIB
KPUTHUYHOT IHPPACTPYKTYPH 32 TOTIOMOTOIO TPYTIOBUX
IOJIITHK JJOMEHY onepamiiaoi cucremu Windows

Jlexuis 4. Knacudikaiiis Ta xapakTepucTUKa MOJIesei
JIOCTYIy KOPUCTYBaYiB 10 00’ €KTIB KPUTHUHOI
1HQpaCTPYKTYypHu

[IpakTrune 3ansTTa 3. HanamryBanHus posieit
aJIMIHICTPATUBHOTO JIOCTYITY A0 MapIIpyTHU3aTOPY
MepeXi KPUTUYHOI 1HQPACTPYKTYPHU

Jlekuist 5. TeXHOIOTIS HEHTPaATI30BaHOTO
KOH(ITypyBaHHS KUIBKOCTI pOOOYUX CTaHIIIN B
MacmTadax JOMEHY Ha 00’ €KTI KPUTUYHOL

1H(DpacTpyKTYypHu

Camocriiina poOoTa 5. MeToiMka HaJlallTyBaHHS POJIiB
aJMIHICTPATUBHOTO JOCTYITY JI0
MapHIpyTH3aTOPY MEPEXKi KPUTHUHO1 1HOPACTPYKTYpHU

Tema 1.4. Inenrudikanmias Ta aBTeHTHiKaLis
KOPHCTYBa4viB 00’€KTa KPUTHYHOI iIHPpacTPyKTYypH

12

Jlexuist 6. baratogakropHa aBTeHTU(IKALISA
KOpHUCTYBauiB Ta 00JiaJHaHHS 00’ €KTa KPUTUYHOT

1H(PACTPYKTYpH

Camocriiina poOoTa 7. XapakTepucTHKa METO/IB
ayTeHTu(iKaIlii, 110 3aCTOCOBYIOThCS Ha 00’ €KTaxX
KpUTUYHOI 1HPOpMaIIHOI IHPPACTPYKTYpHU

[TpakTuune 3anaTTA 4. [nenTudikarmis 06’ ekra
KpUTUYHOI iHPpacTpyKTypH 3a nonomororo [P ta MAC
aJIPeCH.

Camocriiina po0oTa 8. TeXHOJIOrYHI TPUHOMHU 3aXUCTY
MAC anpecu 3aco0aMu orepaiiitHoi CUCTEMHU
Windows.

[Ipaktuune 3aua1Ts S. [nenTudikaris ta
aBTEeHTU(DIKaII1 KOPUCTYBauiB 00’ €KTa KPUTUYHOI
iHGPaCTPYKTYpH 3acobaMu orepariiHoi cuctemu Linux
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Camocriita po6ota 9. [lepenik cucreMHuX
KOPHCTYBaYiB Ta IPpyN B OIepaliiHoi cuctemi Linux,
MIPU3HAYCHHS Ta IEPEBIPKU aTpHOYTIB Marok i (aitis

Tema 1.5. Peecrpaunis moaiii Ta ayaur o00’e€krTa
KPUTHYHOI iHQpaCcTPYKTYpH

12

Jlektis 7. TexHosoris peecTparlii moAii Ta ayIuTy
00’€KTa KPUTUYHOI IHPPACTPYKTYpHU

Camocriiina po6ota 10. Etanu BukoHaHHS poOiIT 3
ayauTy O0e3neKd Ha 00’ €KTaxX KPUTHIHOI

1HDpaCTPyKTypH.

[TpaxTiune 3aHATTs 6. BukopucTtanus 3aco0iB ayuTy
Oe3meKu s MABUILECHHS 3aXUCTY OTnepariitHol
cuctemu Windows ta Linux

Camocriiina po6ota 11. BukoHaHHs onepariii 3 ayauTy
IP ta MAC anpec o6unciIIOBaIbHUX 3aC001B 00’ €KTY
KPUTUYHOI 1HPPACTPYKTYpH, ITepeBipKa HOMEPIB
IPOrpaMHUX MOPTIB Ta MOPSAJOK iX 3aXHCTY.

Camocriitna po6ora 12. [TinroToBKa 10 MOTYJIBHOT
KOHTPOJIbHO1 poboTu Nel

IpakTuuyHe 3aHaTTs 7. MOAYJbHA KOHTPOJIbHA
pobGora Nel

2

2

Bcboro rogun 3a MmoayJb Nel

52

14

14

24

3micToBuHil MOaYJIb 2. «Mepe:keBHUil 3aXMCT KOMIIOHEHTIB Ta iHdopManiiiHuX

ecypciB 00’ ckTiB KpuTHYHOI iHpopManiiiHol iHpacTPYKTYPH»
pecyp P p PACTPYKTYp

Tema 2.1. MepexeBuii 3aXuctT 00’€KTIiB KPUTHYHOI
inopmaniitHoi iHdpacTpyKTYpH

14

4

4

Jlekis 8. OpranizaiiiiiHi Ta TEXHOJIOTYHI BUMOTH 100
MEpEXKEBOr0 3aXUCTy 00’ €KTIB KPUTUYHOI
1H(hopMaIliiiHO1 1IHDPACTPYKTYpH

2

Camocriiina podoTta 13. JloMeHHa MO/IeIb yIPABIIHHS
MEPEKEBUMHU PECYpPCaMH, IEPEBaru Ta HEJOIKH.

[Ipaktuune 3ansatTs 8. DopMyBaHHS cerMeHTaIlli
MepeXi 00’€KTIB KpUTUYHOT IHPPACTPYKTYPH.

Camocriiina po6oTa 14. Ilopsimok BU3Ha4YE€HHS KiJTbKOCTI
BY3JIiB MiIMepexi (30H O0e3nekn) 00’ €KTy KpUTHIHOT

1HpacTpyKTypHu

Jlekuist 9. MOHITOpUHT MepekeBOro Tpadiky
1H(popmarlii 00’ eKkTa KpUTUYHOT 1HPOPMALIIITHOT
1H(PACTPYKTYpH

Camocriitna po6ota 15. Criocobu aHaiizy MepexeBoro
TpadiKy KOMIT FOTEPHOT MEPEXi 00’ €EKTY KPUTHUUHOT
1HpaCTPYKTYpH.

[Tpaktuune 3aHaTTs 9. AHANMI3 MOHITOPUHTY Tpadika Ha




mapmpytusaropi Cisco

Camocriita po6ota 16. Knacudikaris Ta kopoTka
XapaKTepUCTHKA MIPOrPaMHOI0 3a0e31eueHHs 11010
MOHITOPHUHTY Tpa(iKy KOMII IOTEPHOI Mepexki 00’ exTa
KPUTHYHOI iHpOopMaIiitHoi iHQpacTpyKTypu

Tema 2.2. AnapaTtHi Ta mporpamMHi 3acoou
MepeKeBOro 3aXUCTy 00’ €KTa KPUTUYHOL
iHpopmaniiiHol iHPPACTPYKTYpH

14

Jlexmist 10. XapakTepucTHKa anapatHoro Ta
IPOrpaMHOro 3a0€3MeYeHHs HI0JI0 3aXUCTy 00’ €KTa
KpUTHYHOI iHGOpMaIHOI iIHPPACTPYKTYpH

Camocriiina po6oTta 17. IcHyt041 TEXHOJIOTIYHI TiAX0a1
I10JT0 3aCTOCYBAHHIO allapaTHUX Ta MPOTPAMHHUX
3ac001B Ha 00’ €KTaX KPUTUYHOI IHPPACTPYKTYPH.

[Ipaktuune 3anstts 10. ba3oi HanamTyBaHHs
obonaananHs CISCO 1mio0/10 MepexeBOro 3aXucty
00’€KTa KpUTUYHOI 1HPOpMaLIHOI IHPPACTPYKTYpHU

Jlekist 11. OcobauBOCTI 3aCTOCYBaHHS anapaTHOTO Ta
IIPOTPAMHOT0 3a0e3MeUYeHHS MO0 3aXUCTy 00’ €KTa
KpPUTHYHOI 1HPOpMAIIHHOI 1IHGPACTPYKTYpH

Camocriiina po6ota 18. OcHOBHI KOMaHIH
Mmapmpytusaropy CiSCO 11010 CTBOPEHHS Ha
HaymamryBaHHs VLAN.

[Mpaktuyne 3ausatTs 11. HanamryBaHHsS cUCTEMHA
3aro0iraHHs aTakaM Ta BTOPTHCHHSM Ha
mapipytusarop Cisco

Camocriiina po6oTta 19. Komanau HanamryBaHHS

mapuipytusaropi Cisco

Tema 2.3. AHaJ1i3 3aXUILEHOCTI MepeKeBUX 00’ €KTIB
KPUTHYHOI iHPPaCTPYKTYpH

12

Jlexuist 12. XapakTepucTuka CUCTEM 3aXUCTY
1H(hopmaIlii Ha 00’ eKTax KPUTHUYHOI 1HQPACTPYKTYpPH

Camocriiina po6ota 20. OCHOBHI KOMIOHEHTH 3aXHUCTY
OC Windows

[Tpaktuune 3anatts 12. Businenus ta 6J10KyBaHHS
MPOTrpaMHUX MOPTIB KOMITOHEHTIB 00’ €KTa KPUTUYHOT

1H(PACTPYKTYpHU

Camocriiina po6ota 21. OCHOBHI KOMaHAX NPOrpaMu
Nmap o0 i1eHTudikanii Mmepexi, IepeBipKu
BIJIKDUTHX MOPTIB Ta 3aYLIEHUX CIIYKO

Jlexmia 13. Busasnennus Tta 3amo0iraHds atakaMm Ta
BTOPTHEHHSM Ha MPOTPaMHI KOMIIOHEHTH 00’ €KTa
KpUTUYHOI 1HPPACTPYKTYpH
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Camocriita po6ota 22. Knacudikaris cuctem
BUSIBJICHHS aTaK.

Tema 2.4. Bukopuctanusi 0e31pOTOBHX Mepe:K Ha
00’€KTaX KPUTHYHOI iHppacTPpYKTYpH

14

Jlekis 14. BukoprcTaHHs TEXHOJIOTIT BIpTyalIbHUX
3aXUIICHUX MEpPEeX Ha 00’ €KTaX KPUTUIHOI

1HQpACTPYKTYpHU

Camocriiina po6ota 23. TexHounorii peanizarii
BIpTyaJbHUX 3aXUIICHUX MEpPEX Ha 00’ €KTaX KPUTUIHOI

1HDpaCTPyKTypH.

[Tpaktrune 3anaTTs 13. AHAII3 3aXUIIEHOCTI 00’ €KTIB
KPUTHUYHOT IHPPACTPYKTYPH IIi]] 4ac mepeaadl JaHuX
yepe3 He3aXHUIIICHE CePEIOBHIIE

CamocriiiHa po6oTta 22. TexHooris 3aXucTy
1H(popmarrii Ha 00’ €KTI KpUTUYHOT 1HPACTPYKTYPH 3
3actocyBanHsMm VPN

Jlektis 15. Meton po3mizHaBaHHs Kibep3arpo3
1H(dopMmarliiiHii 6e3neli KoM’ IOTEPHUX MEPEXK Ta
CUCTEM OO0’€KTIB KpUTUYHOI iIHOPACTPYKTYPH.

Cawmocriitna po6ota 24. [TiaroToBKa 10 MOJYJIBHOL
KOHTPOJIbHO1 poOoTH No2

IHpakTuune 3anaTTa 14. Moay/ibHa KOHTPOJIbHA
podoTta Ne2

2

2

Bcboro rogus 3a MoayJb 2

56

16

14

26

3micToBuit MoayJib 3. «TexHoJioriuHi Ta opravizaniiiHi NUTAHHS MiATPUMKH

npane31aTHocTi ingopmaniiiHux pecypciB 00’€KTiB KpUTHYHOI iHpacTp

KTYpu»

Tema 3.1. 3a0e3neueHHs BiAMOBOCTIHKOCTI 00’€KTIiB
KPUTHYHOI IHQpPACTPYKTYpH

16

4

4

8

Jlexuist 16. Texnonorii 30epexxeHHs 1H(OpMaIITHUX
pecypciB 00’ €KTIB KPUTHUHO1 1HOPACTPYKTYpH

Camocriitna po6ota 25. JlocaipkeHHs TEXHOJIOT 1M
30epexeHHs 1HhOpMaIlIITHUX pecypciB 00’ €KTIB
KPUTUYHOI 1HPPACTPYKTYpHU

[Tpaktrune 3anatts 15. TexHomoris pe3epByBaHHS
1H(DOopMaIIiHUX pecypciB 00’ €KTIB KPUTUIHOT
1HpacTpyKTypHu

Jlekis 17. OcoOnuBOCTI BiTHOBIEHHS 1HGOpPMAITii, 110
BUKOPHUCTOBYETHCS HA 00’ €KTAaX KPUTUYHOT

1H(PACTPYKTYpH

Camocriiina pobota 26. IIporpamHi cepsicu Ta
TEXHOJIOTI] JUIA BIIHOBJIEHHS JTaHUX HA 00’ €KTax
KpUTUYHOT 1HPPACTPYKTYpH
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[Tpaktrune 3anatTs 16. JlocmimKeHHs TEXHOIOTIN
pe3epBHOTO KOIMIOBaHHS 1HPOPMAIIITHIX pecypciB
00’€KTIB KPUTHUYHOI 1HOPACTPYKTYPH

Tema 3.2. Opranizaniiini Ta TEeXHOJOTIYHI MUTAHHS
NiATPUMKH npane3aaTHocTi ingopmaniiinnx
pecypciB 00’ €KTIB KpUTHYHOI iHPPACTPYKTYpPH

24

16

Jlextist 18. IlutaHHs CynPOBOKESHHSI IPOTPAMHOTO
3a0e31eueHHs Ha 00’ €KTaX KpUTUYHOI 1HOPACTPYKTYpH

Camocriitna po6ota 27. OcoOIMBOCTI BITHOBIECHHS
iHpOopMaIlii, 1110 BUKOPUCTOBYETHCS HA 00’ €KTax
KpUTHUYHOI iHPPACTPYKTYPH

[Tpaxtiune 3anatts 17. JlocnipkeHHs 0coOMMBOCTEH
BITHOBJICHHS 1H(OpMAIlii, 1110 BUKOPUCTOBYETHCS Ha
00’€KTax KpUTHUUHOI IHPPaCTPYKTypH

Jlexuist 19. 3agaui BrockoHaneHHs HpopMaIiiHoi Ta
KiOepHeTHYHOI Oe3nekn 00’ €KTiB KPUTHUHOI
1HQpaCTPYKTYypHu

[Ipaktuune 3ausarta 18. [Iporpamui 3acobu asns
BJIOCKOHaJICHHs 1H(GOpMaIliitHOT Ta KiIOepHETUYHO1
0e3nekn 00’ €KTIB KPUTUYHOI iIHDPaACTPYKTYpH

Camocriiina poOoTa 28. AHaii3 nepeBar Ta HeJJ0JIIKIB
MPOTrpaMHMX 3aC001B JJIs1 BIOCKOHAJICHHS
1H(opMaliitHOT Ta KIOepHETUYHOI Oe3neKn 00’ €KTIB
KPUTUYHOI IHPPACTPYKTYpH

Camocriiina po6oTa 29. IliaroToBka 10 MOIYJIBHOT
KOHTPOJIHO1 pO0OTH

IpakTruHe 3aHaTTa 19. MOay/ibHA KOHTPOJIbHA
podora Ne3

Bcboro rogus 3a MmoayJib 3

42

10

24

3micTtoBHMi MoayJb 4. «KypcoBa

o0oTa»

BukoHaHHSI Ta 3aXHCT KYPCOBOi po00oTH

30

30

Bcboro roguH 3a yerBepTU MOAYJIb

30

30

Bcboro roguH 3a HaBYAJbHY AUCHHILIIHY

180

38

38

104

IlincymkoBHii KOHTPOJb (ex3ameH)

OpranizamiiHo-MeTOAUYHI BKa3iBKM 1O TMPOBEIACHHS HaBYAJIbHUX 3aHATH
Ta KOHTPOJBHUX 3aXO/IIB: NpU NPOBEOEHHI 8 pedrcuMi OQaaliH niaHy8amu npo8eoeHHs”

NPAKMUYHUX 3AHAMb 8 YeHmpi Kibepbesnexu.

4. OCHOBHI MeTOH HABYAHHS

[lin ywac BUKIAamaHHS HABYAIBHOI JUCITUIUTIHM TepeA0adyeHO 3acTOCYBaHHS

HACTymHUX (popm.
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Jlekmis —  JOriyHO  BHBEpPIICHUH, HAYKOBO  OOIPYHTOBaHUN  Ta
CUCTEMATU30BaHWI BWKJAQJ T[EBHOTO HAyKOBOTO a00 HAyKOBO-TIEAArOTi4HOTO
NUTAHHS, UIIOCTPOBaHUM 3aco0aMyM HAOYHOCTI Ta JEMOHCTpAIl€I0 pPe3yJbTaTiB
JOCITITKEHb.

Jlexiist € OJHMM 13 OCHOBHUX BH[IB 1, BOJHOYAC, METOMIB TPOBEACHHS
HaBYAJBHUX 3aHATh, MPU3HAYEHUX IS 3aCBOECHHS TEOPETHYHOTO Marepiany. Bona
3aKjIala€ OCHOBM HAYKOBUX 3HAHb, BHU3HAYAIOYHM HAMpsSM, OCHOBHUH 3MICT Ta
XapakTep YCIX BUIB HaBUAJIBHUX 3aHSTh, & TAKOXK, TOJIOBHUM YHMHOM, CAMOCTIMHOI
pob6oTtu 3100yBayiB BUILIOT OCBITH.

IIpakTuyHe 3aHATTA — (OpMa HABUATIHLHOTO 3aHATTS, Ha SIKOMY Yy 3/100yBaya
BUIIIOi OCBITH MM KEPIBHUITBOM BHKJIaga4a (OPMYIOThCS BMIHHS Ta HABUYKH
MPaKTUYHOTO 3aCTOCYBAHHS TEOPETHUYHUX TOJIOKEHb HABYAIbHOI JIUCIMILIIHUA
IUISIXOM BUKOHAaHHS 3100yBauyeM BHIIOi OCBITH BIAMOBIIHO CHOPMYJIbOBAaHUX
3aBJaHb.

[IpakTyH1 3aHATTA TPOBOJATHCA B AyJUTOPii, OCHAIICHOI KOMII FOTEPHOIO
TEXHIKOIO Ta TEXHIYHUMH 3ac00aMU HaBYaHHS.

[IpakTruHe 3aHATTS BKIOYAaE B ceOe: MPOBEACHHS BHKJIaJadyeM KOHTPOIIO
3HaHb, BMIHb Ta HAaBUYOK 3700yBayiB BHILIOI OCBITH, IOCTAHOBKY 3arajibHOi
npoOiemMu (3aBAaHHs) Ta il OOrOBOpPEHHS 3a y4acTiO0 3/100yBadiB BHILOI OCBITH,
pO3B’s3yBaHHS 3aBJaHb Ta X OOTOBOPEHHS, BUKOHAHHS KOHTPOJBHUX 3aBIaHb, 1X
MEePEBIPKY Ta OIIHIOBAHHS BUKJIA/Ia4eM.

Koncyabraniss — dbopma HaBYaNbHOrO 3aHATTA, HAa SIKOMY 3700yBad BHUIIOL
OCBITH OTPHUMY€ BiJ BHKJIaJaya BIJAMOBIAI HA KOHKPETHI 3alMTaHHSA a00 MOSICHEHHS
OKPEMHX TEOPETUYHUX MOJI0KEHb Ta iX BUKOPUCTAHHS Ha MPaKTHIL.

CamocriiiHa poOoTa 3a0e3NeuyeThbcsi HaBYAIbHO-METOJUYHUMH 3ac00ami,
nepea0ayeHUMU ISl BUBYEHHS HaBYAIBLHOT AUCIUILTIHY: MAPYYHUKAMHU, HABYAJIbHO-
METOJMYHUMH TIOCIOHMKaMHU, KOHCIIEKTaMH JIEKINH, MPaKTUKyMaMH, €JIeKTPOHHO-
00UYHCITIOBATILHOIO TEXHIKOIO TOMIO.

CamocTiiiHa poOoTa HaJ 3aCBOEHHSM HABUYAJbHOIO Marepialy MOXe
BUKOHYBATHCS B 010J110Te1l, KOMI IOTEPHOMY KJIaci.

dopmu caMOCTiHOT poOOTH 3100yBayiB BUIOT OCBITHU:

—  ONpAIfOBaHHS TEOPETHUYHUX OCHOB MPOCIYXaHOTO JISKIIITHOTO MaTepiany;

— BHBYCHHS OKpeMHX TeM a0 MHTaHb, NepeAdavyeHux [JIsi CaMOCTIHHOTO

OTIPAIIOBAHHS;

— BHMKOHaHHS Pi3HUX 32 (HOPMOIO 1 3MICTOM 3aB/IaHb;

— MIJATOTOBKA JI0 MPAKTUYHUX 3aHSTh;

— MIiJATOTOBKA JI0 TOTOYHOTO, MOJYJBHOTO Ta MiJICYMKOBOTO KOHTPOJIIO 3HAHD;

— TMOIIYK Ta OIS JITEPaTypHUX JKEped 3a MpoOJieMaTHUKO HaBUYaJbHOI

JUCITUTLIIHM;
— BUKOHAHHS 1HJMBITyaJIbHUX 3aBJaHb (HAITUCAHHS KypCOBOI poOOTH);
— QHAIITUYHUH pO3IJIs HAYKOBOI MyOIiKaIlii TOLIO.

[Tin yac BuBYEHHs HayanbHOI nucuuIUlinu «Kibep3axuct 00’€KTIB KPUTUUHOL
1H(PACTPYKTYpH» BUKOPUCTOBYIOTHCS TaKl METOAN HABYAHHS:
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— TIiJI 4ac MPOBEJCHHs JICKIIMHUX 3aHATh — JICKI[IsS-Jiajor, 0ecifa, a TaKkox
HAOYHHUX METOJ[IB HAaBYaHHS, 30KpeMa BUKOPUCTAHHS MYJIbTUMEIIMHUX MPE3CHTAIIIM.
[Tepenbadeno 3acToCyBaHHS TaKUX METO/I1B OPMYBaHHS Mi3HABAIBHOTO 1HTEPECY SIK
HaBYaJIbHI AUCKYCIT;

— Mg 9ac MPOBEACHHS MPAKTUYHHUX 3aHATh — BUKOPHCTAHHS PO3JATKOBOTO
Matepiaixy, HOpMaTUBHO-TIPABOBI aKTH.

5. OuiHIOBaHHSA Pe3yJIbTATIB HABYAHHSA

5.1 PesynbTatn HaB4aHHS 3700yBada BHINOI OCBITHM 3 HABYAIBHOI JIUCIUILIIHU
OmIHIOIThCA 3a 100-0ayIbHOIO IIKAJIOK SIK CyMa OalliB MOTOYHOTO Ta IMJCYMKOBOIO
KOHTPOJIIO 13 3aCTOCYBaHHSIM HACTYITHHMX BaroBHX KOE(DIIIEHTIB, 3arajibHa cyma SKHX
JOPIBHIOE 1:

Bup xoHTpOITIO Barosuii koedirieHT
[ToTounuit koHTpOIH (K) 0,6
[TincymkoBuii koutpoiib (I1K) 0,4

HincymkoBa cemecrpoBa ouninka (IICO) o0uyuciawerscsa 3a  (Qopmylioro:
MHCO=K+IIK

5.2. CxilagaukamMu 11 OOYHMCIICHHS Oajly ITOTOYHOTO KOHTPOJIO 3100yBada
BUIIIOi OCBITH €:

Buan HaByanpHOI JISUIBHOCTI SOl A
(MakcuMasbHa)
Po6ota Ha nexiisax (BeAeHHsI KOHCIEKTY JIEKI[H a0 5
1HIIIC)
Po6oTa Ha MpaKTUYHUX 3aHATTIX 50
BukonaHHs 3aBIaHb 111 CaMOCTIHHOT poOOTH 5
BukoHaHHS 1HAMBITyaIbHUX 3aBJaHb (KypCcOBa 100
pobota)
BukoHaHHS MOy TbHOT KOHTPOJIBHOT pOOOTH 10
Exzamen 20

MiniMajbHa KiIbKICTBh 0aJIiB JJIsI TOMYCKY 10 MiJICYMKOBOr0 KOHTPO.II0 48
oaJiB.

5.3. llIxana omiHroBaHHS 37100yBada BULIOI OCBITH

Oriaka Or1iaka

3a 3a 100-
IIKAJIOI | OaJIbHOIO
€KTC IIKaJI010

3Ha4YeHHS OL[IHKHU

A 90-100 Biominno — 6iOMiHHEe GUKOHAHHA Juule 3 HEe3HAYHOW
KIIbKICMIO NOMUTOK.
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3nm00yBay  BUIIOI OCBITH BHUABISE OCOONMBI  TBOpYI
3M10HOCTI, BMI€ CaMOCTIMHO 3700yBaTH 3HaHHA, 0€3
JIOTIOMOTH BHKJIaJlada 3HaXOUTh Ta OIMpPaIbOBYE HEOOXIAHY
iHpopMaIlilo, BMI€ BHKOPUCTOBYBATH HaOyTI 3HAHHS 1
BMiHHS JUIS TOPUHAHATTS pilleHb Yy  HECTaHAAapTHUX
CI/ITyaI_[iHX MEPEKOHIUBO apryMeHTye BIJIMIOBII,
CaMOCTIHHO PO3KPHUBAE BJIACHI 00JapyBaHHS 1 HAXUIIH.

84-89

Ilyorce 0obpe — suwe cepeonbo2o pieHs, aie 3 KilbKoma
NOMUNKAMU.

3no6yBaq BHIIOI OCBITH BUJILHO BOJIOJIE€ BUBUYEHUM 00CATOM
MaTeplaJIy, 3aCTOCOBY€E HOTO Ha MPAKTHII, BUTEHO PO3B ﬂsye
BIIpAaBU 1 3amadi y CTaHIAPTHUX CI/ITyaHI}IX CaMOCTIHHO
BHIIPABJISIE TOMYIICHI IOMMJIKH, KUIBKICTh SIKUX HE3HAYHA

75-83

llobpe — 3acanom npasunvHa poboma, ane 3 NEBHOIO
KIbKICMIO NOMUJIOK.

3100yBay BHIIOi OCBITH BMi€ 31CTaBJISATH, y3arajibHIOBaTH,
CHUCTEMAaTU3yBaTH 1Hc1)opMau1}o 1 KEPIBHUILITBOM
BUKJIaJa4a; B I[IJIOMY CaMOCTIHO 3acTOCOBYBaTH il Ha
MPaKTHIl; KOHTPOJIOBATH BJIACHY JISUIbHICTB; BHUIIPABIIATH
MIOMUJIKH, Cepell IKUX € CYTTEBI, JOOUPATH apTyMEHTH IS
MATBEPHKSHHS TYMOK.

65-74

3aoosinbno — Henocano, ane 3i 3HAYHOK  KLIbKICMIO
HeOOJlIKIE.

3m00yBad BHUIOi OCBITH BIATBOPIOE 3HAYHY YACTHHY
TEOPETUYHOTO Marepiajly, BHSBIISIE 3HAHHS 1 PO3YMIHHS
OCHOBHHX IIOJIO)KCHB; 3 JIOIIOMOI'OIO0 BHKJIaJlada MOJXKE
aHaTI3yBaTH HaBYAJIBHUN MaTepiall, BUNIPABISITH TTOMUIIKH,
cepell IKMX € 3HaYHa KUJIbKICTh CYTTEBHX.

60-64

Jlocmamnbo — BUKOHAHHSA 3A0080JbHAE MIHIMAILHI BUMO2U.
3100yBay BUINOI OCBITH BOJIOJII€ HABYAJIBLHUM MaTepiajaoM
Ha pIBHI, BUIIOMY 3a TOYAaTKOBHI, 3HAYHY YaCTUHY HOTO
BIITBOPIOE HA PENPOIYKTUBHOMY PIiBHI.

FX

35-59

Heszaoosinerno — nompiona oooamkoea poboma.

3100yBad BHWINOI OCBITM BOJIOJIE€ MaTepiaJioM Ha piBHI
OKpeMHX (PparMeHTiB, II0 CTAHOBJIATHL HE3HAUHY YaCTHHY
HABYAJILHOT'O MaTepiaty

1-34

Heszaoosinbno — nompi6Ha 3HAYHa 000amKkoea poboma.
3m00yBad BHILIOI OCBITH BOJOJIE€ MarepianoM Ha PpiBHI
CIIEMCHTAPHOTO  PO3I3HAHHA 1 BIATBOPCHHS OKPEMHX
(haKTiB, CJICMEHTIB, 00 €KTIB.

6. PecypcHe 3a0e3neyeHHs1 HABYAJIbHOI JUCUMILTIHU

PexomenioBaHni mxepena iHpopmariii

OcHoBHa JiTeparypa:

1. Inpopmariitna Ge3neka nepkaBu: HaBd. 1mocid. aas cryd. coem. 6.170103

«Ynpasninusa iHbopmalliiftHow oesnexoro», 125 «Kidepoesnekay/ B.I. I'yp’es, [1.b.
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Mexen, FO.M. Tkau, [.B. ®dipcoBa. — Hixkun: @OOIl Jlyk’swenxko B.B. TIIK
«Opxizes», 2018. — 166 c. : 1.

2. bypsiuok, B. JI. Indopmartiitna ta xibepOesrneka: COLIOTEXHIYHHM AaCTIEKT:
nigpyunuk / [B. JI. Bypsuok, B. b. Tony6ko, B. O. Xopomiko, C. B. Tontona]; 3a 3ar.
pen. n-pa TexH. Hayk, mpodecopa B. b. Tomyoxa.— K.: JIYT, 2015.— 288 c. : in

3. Kosropa B. JI., Xopomko B. O., Illenect M. €., Tkau FO. M., BbamtoHos

0.0. 3-38 3axwuct iH(popmalii B KOMI' IOTEPHUX CHCTEMax: MIAPYYHHK. — HixkuH:
®OII Jlyk’suenko B.B., TIIK «Opxines», 2020. — 236c¢. : i1

4. T'aitBoponchkuit M. B. besneka indopmaiiitHo-koMyHIKaIiitHuX cuctem/ M.
B. l'aitBoponcekuii, O. M. Hosikos. — K. : BunaBuuua rpyna BHV, 2009. — 608 c.

5. KommiekcHi  cucremu  3axucty  iHQopwmarii B iH(opMaIiiiHo-
TeJeKOMyHiKaliiHux cuctemax: HaBuansHuit mnociOuuk / B. JI. Kosiopa, B. O.
Xopomko, M. €. lenect, FO. M. Tkau, f.10. Yco. — Hiskun: ®OIl Jlyk’sHeHKO
B.B., TIIK «Opxines», 2019. — 144 c. : in

JlonoMmixkHa JiTeparypa:

1. Octanos C. E. TexHomnorii 3axucty iHQopMalli : HaBYaIbHUI MOCIOHUK
/ C. E. Octanos, C. II. €scees, O. I'. Kopons. — X. : Bung. XHEY, 2013. - 476 c. : in

2. bypsiuok B. JI. TexHonorii 3a0e3nedeHHsi O€3MEKU  MEPEKEBOI
1H(ppacTpyk-

typu. [[linpyunuk] / B. JI. bypsdok, A. O. Anocos, B. B. Cemko, B. 1O.
Coxoio, I1. M. Cximagansauii. — K.: KYBI', 2019. — 218 c. : i1

3. borym B.M.Kpusyna B.I'.Kynin A.M.laupopmariitna Oe3meka:
Tepminonoriunuii HapuanbHui AoBigHKUK / 3a pen. Kpusyiu B.I'. Kuis:OOO /1.B.K.,
2004 . - 508 c.

[ndopmartiitai pecypcu:

1. Hamionanbna 616miotexa im. B.I.Bepnaacekoro / [Enextponnuii pecypc]. —
Pexxum noctymy: http:www.nbuv.gov.ua/

2. Ilpo pimenns Pagu HamioHanpHOi Oe3neku 1 o0opoHM YKpaiHu Big 6
tpaBHsa 2015 poky “IIpo Crparerito HalrioHaibHOI Oe3meku VYkpainu: VYka3s
[Ipesunenta Ykpainu Big 26.05.2015 Ne 287/2015 [Enexrponnuii pecypc]. — Pexum
noctymy: http://zakon3.rada.gov.ua/laws/show/287/2015.

3. Ilpo pimenns Pamu HamioHanbHO1 Oe3meku 1 oO0opoHu Ykpainu Big 4
oepe3ns 2016 poky “Ilpo Konmeniiiro po3BUTKY CEKTOpPY Oe3mneku 1 0OOpOHH
VYkpainu”: Yka3 [Ipesunenra Ykpainu Big 14.03.2016 p.Ne 92/2016. — [EnextpoHHuUt
pecypc]. — Pesxxum goctymy: http://zakon3.rada.gov.ua/laws/show/92/2016.

4. Paga mHamioHanbHOi Oe3nmeku Ta 00o0poHM po3rsiHe KoHmenirio
pedbopmyBannss CnyxOu Oe3nexku Ykpainun — OdiliiiHe 1HTEPHET-NPEICTABHUIITBO
[Ipesunenta  Ykpaimu. [Enextponnmii  pecypc]. —  Pexum  pmocryny:
http://www.president.gov.ua/news/rada-nacionalnoyi-bezpeki-taoboroni-rozglyane-
koncepciyu-re-40542.


http://zakon3.rada.gov.ua/laws/show/92/2016
http://www.president.gov.ua/news/rada-nacionalnoyi-bezpeki-taoboroni-rozglyane-koncepciyu-re-40542
http://www.president.gov.ua/news/rada-nacionalnoyi-bezpeki-taoboroni-rozglyane-koncepciyu-re-40542
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5. 3eneHa KHMTa 3 MUTaHb 3aXUCTY KPUTHUYHOI 1HGPACTPYKTYpH B YKpaiHi :
30. MartepiaiiB MixkHap. ekceptT. Hapay / ynopsa. J1.C. biprokos, C.I Konaparos; 3a
3ar. pea. O.M. Cyxomoni. — K. HICJ/I, 2016. — 176 c¢. — [EnekrponHuii pecypc]. —
Pexxum moctymy: http://www.niss.gov.ua/articles/2213.

6. Haka3 Anminictpaii Jlepxcnern3s’s3ky Big 15 cianas 2021 poxy Ne 23
«IIpo 3aTBepmkeHHS METOAMYHUX PEKOMEHJAIN IMOJ0 KaTeropu3allii 00’ €KTiB
KpUTHYHOT 1H(pacTpykTypu». - [Enektponnmii pecypc].- Pexum moctymy:
https://cip.gov.ua/ua/news/nakaz.

Anpeca po3mitieHHs! po6040i MporpaMy HaBYAIbHOT TUCIUTUTIHHA
https://moodle.nasbu.edu.ua/

(oiyitnuii éeocaum HA CEY / nnam@opma oucmanyitino2o Haguanus / eneKmpOoHHULL pecypc
HABUANLHO-HAYKOB020 THCMuUmyny, Kageopu, 6ibaiomexu mowjo)



http://www.niss.gov.ua/articles/2213/
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7. laHi mpo neperJsii po6040i NporpaMu HABYAIbHOI M CHUIIIHH

Ne | [ata, HoMep IPOTOKOIY Pitenus ITigmmc

/I 3aciaHHs Kapeapu 3a pe3yJIbTaTaMH MEePEriIsiay KepiBHHKA
(crinbHOTO 3acigaHHs Katenpu

Kadenp)

1.

2.

3.

4,




