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1. Onuc HABYAJBHOI AUCHUTLTIHA

[Toxa3HuK 3HaYCHHS ITOKa3HHUKA
Kypc 2
Cemectp 3,4
O6csr (kpeoumu €EKTC/e00unu) 6/180
KinpKicTh 3MICTOBUX MOJIYJIiB 1
Po3srmoai roquH 3a BUgaMyu HaBYAJIBHOT JISTGHOCTI:
aekii (JI) 10
ceminapchki 3aHsaTTs (C3) 14
npaktuyHi 3aHatTa (I13) -
nabopaTopHi 3aHATTs (JI3) -
iHuB1AyanbHi 3aBaanHs (13) -
camocriitHa po6ota (CP) 156
dhopMa miICyMKOBOT'O KOHTPOJIIO (cemecmp) eK3aMeH (4)

2. MeTa Ta 3aBJAHHA HABYAJIBHOI JUCHHUILTIHA

2.1. Meta Ta OCHOBHI 3aBIaHHS BUBUYEHHS HABYAJIbHOI JUCIUAILIIHI
Merta: migroroBka (¢axiBiiB, 3AaTHUX €(EKTUBHO pearyBaTd Ha 3arpo3u
ki0epOesrmeni, (opMyBaHHS CUCTEMH CIIELIAIHUX 3HAHB 100 OpraHizaiii npouecy
yOpaBIiHHSA KIOEpIHIUIEHTAMU, O3HAMOMIIEHHS Ta peaji3allisi BCIX €TamiB IpoIecy
yIpaBIiHHA KIOEPIHIMACHTAMU, 30KpeMa BUSBIICHHS MO, KaTeropusailii Ta aHamizy,
pearyBaHHsi Ha KIOCpIHIIMJIGHTA Ta TMOJINIICHHS MOMJIMBOCTEH CHCTEM IiCIs
YCYHEHHSI Ta pearyBaHHs Ha KIOEpIHIIUACHTH.

3aBlIaHHS:

— 3aCBOITH TE€OPII0, KOHUEMIII0 Ta METOAOJIOTIIO YIIPaBIiHHS KiOEpIHIUIEHTAMU;

— OBOJIOAITH HaBUYKAMU BUKOPUCTaHHS IHCTPYMEHTIB Ta TEXHIK BHSIBJICHHS,
aHai3y Ta pearyBaHHs Ha KIOEPIHIUICHTH;

— 3HATW OCHOBHI THUITH KIOSPIHIIUICHTIB Ta iX YKUTTEBUM LUK,

— 3HATH €Tally yNPaBIIHHS KIOEPIHIIMACHTAMH;

— OBOJIOJITH HABMYKAMU MIOJ0 CKJIAJaHHS IUIaHy  pearyBaHHS  Ha
KIOEepIHUUIEHTH;

— HaBYMTHCS BIJIHOBJIFOBATH JIaH1 Ta CEPBICH IMICIISI 1HITUICHTY;

— OBOJIOAITH 3HAHHSAMHM LI0JI0 aHANI3y NMPUYUH THUUAEHTY Ta BMITH PO3pOOISATH
3aXO0JU ISl 3ar00iraHHs KiOepiHIUICHTaM;

— BUBYUTHU CTPYKTYPY, PYHKIIT Ta pOJb LIEHTPIB ONepaniiHoi Oe3MeKH;

— BUBYMUTU METOOJIOTIi pearyBaHHs Ha 1HIIUACHTH;

— O3HAWOMUTHUCS 3 TPOTPAaMHHUM 3a0e3leueHHsM s 300py Ta aHaiizy
U (POBUX JT0KA31B.

2.2. Pe3ynbTaTvi HABYAHHS

OOoB’s13k0Ba HaBYaJIbHA JAMCLMIUIIHA «YTIPaBIIHHA  KIOEpIHIUIACHTAMU
COpsIMOBaHAa Ha JOCSATHEHHsS [MpOrpaMHUX pe3yibTaTiB HaBYaHHSA, SKI B
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IHTerpoBaHOMY (CHMHTE30BaHOMY) BWIJIAJI BH3HAUYCHI Yy Tpodiull  OCBITHBO-
npodeciiinoi nporpamu  «Kibepzaxuct y cdepi iHbOpMaLIHHUX TEXHOJIOTIH Ta
kibeprpocTopy» (6io 11.09.2024  Ne29/3/1/1-1276/6i), a came:

[IPH 1 |3acrocoByBaTH CHCTEMHUU aHaii3 Ta CHHTE3 JJi1 BUPIIICHHS 3aBJaHb
3a0e3MeyeHHs] HalllOHAIbHOT O€3MeKH.

[1PH 3 |IlpuiiMmaTtu oOrpyHTOBaHI pilleHHS 3 NHTaHb 3a0e3MeueHHs HaIllOHAJIBHO]
Oe3reku aepxaBu (KiOep3axuCT, 3a0e3ledeHHs Jep>KaBHOI Oe3neKku B
iH(popMamiiiHiil cdepl), y TOMy uMCIl B YMOBax O0araTroKpuTEpiabHOCTI,
HEMOBHUX UM CYNMEPEeUIUBUX iH(popMaIllii Ta BUMOT.

[IPH 7 |Amnami3zyBaTu Ta OIlIHIOBATHU MOTEHIUINHUN BIIUB PO3BUTKY TEXHOJIOT1N HA|
Cy4acHHUH cTaH O€3MEKOBOr0 CepeIOBHIIIA.

ITPH 16|Oprani3zoByBaT Ta COpsIMOBYBAaTH AISUTBHICTH (haxiBIiB 3 Kibep3axucty y chepi
1H(pOpMaLIHUX TEXHOJOTINA Ta KiOeprmpocTopl; po3po0isTH Ta BIPOBAKYBATH
3axo4M 13 Kibep3axucty y chepi iHPopMamiiHUX TEXHOJIOTIH Ta KiGeprmpocTopi,
CaMOCTIMHO Ta Y B3a€MOJIii 3 KOHTPOJIIOIOYUMH OpraHaMH.

[TPH 19| AnanizyBatu Ta OIlIHIOBATH 3aXHUIICHICTh CUCTEM, KOMIUIEKCIB Ta 3aC00iB
Ki0ep3axucTy, TEXHOJIOTTT CTBOPEHHSI T4 BUKOPUCTAHHS CIIEI1aJli30BaHOTO
MPOTrPaMHOI0 3a0€3MEeUCHHSI.

[TPH 23| AHnanizyBaTu, KOHTPOJIOBaTH Ta 3a0e3mnedyBaTH e(PeKTHBHE (DYHKIIOHYBAHHS
CHUCTEMH YIPABIIHHSA JOCTYIIOM JO 1H(OpPMAILIMHUX PEeCypcCiB BIATOBIIHO 0O
BCTAHOBIIGHMX CTpaTerii 1 momiTuku 1HQopMamiitHoi Oe3mexku  Ta/abo
Ki0epOe3neKu oprasizaiiii.

[1PH 26|1Ilpuiimaty  0oOrpyHTOBaHi pIIIEHHS 3 OpraHi3alifHO-TEXHIYHUX IUTaHK
iHpopMaliifHoi 6e3neku Ta/abo KibepOe3neKku y CKIaJIHUX 1 HerepeadadyyBaHuX
yMOBax, y TOMY 4YHCIl 13 3aCTOCYBaHHSIM CY4YaCHUX METOJIB Ta 3aco0iB
ONTHUMI3allli, IPOrHO3YBAHHSI Ta MPUIHSATTS pILLICHb.

3. IIporpamMa Ta CTPYKTypa HABYAJIbHOI JUCIHUILIIHA

| Ha3Bu 3MiCTOBMX MOJIYJIiB, TEM HaBYANBHHUX 3aHATH KinbkicTs roun
l Yevoro | JI [ C3 [ M3 [JI3] CP
1 2 3456 7
Cemectp 3
3MmicToBHit MOaYJb 1. «YnpaBJiHHs Ki0epiHIMIEeHTAMI»

Tema 1. YnpaJinHs KiOepiHUUACHTAMHA 180 10|14 156
Jlexuis 1. Ionsitrs xiGepinnuaeHTy. HaliBimomimri 2
Ki0epiHUMeHTH B YKpaiHi Ta cBiTi. KaTteropuszaris
KiOEepIHUMEHTIB
Ceminapcbke 3aHITTS 1. AHani3 pe30HaHCHUX 2

KIOEPIHITUIEHTIB 32 OCTaHHI POKU. JocimKeHHs
JIQHIIF0KKA BUHUKHEHHS K10€pIHIIUJICHTIB,

Camocriiina po6ota 1. JlocmimKeHHS CTaTUCTUKH 8
KIOCPIHITMICHTIB B YKpaiHi
Camocriiina po6oTa 2. AHaIi3 poOOTH OHJIANH- 8

1aTopMH sl TIOMTYKY 1 aHalli3y 00’ €KTiB,
pECypCiB Ta MPUCTPOIB Y Mepexki IHTepHET -




Shodan

CamocriitHa po6ota 3. OCHOBH YIIpaBIIHHSA
KIOCPIHITUACHTAMH Ta JXUTTEBUH UK IHITUACHTY

Camocriita po6ota 4. [lochimkeHnHs podotu
CKaHEepiB BPa3IMBOCTEH

Jlekmis 2. Knacudikarrist Bpa3nuBocTei
KOMIT FOTepHUX Mepex Ta cucteM. CopTyBaHHS Ta
a”HaJI13 DOMN

CeMiHapchbKe 3aHATTSA 2. 3aCTOCYBaHHS
aHaJi3aTopiB MepexeBoro Tpadika. [nentudikamis
Ta aHai3 KIOEpIHIIUIEHTIB: METOIU Ta
IHCTPYMEHTH

Jlexuis 3. PearyBanHs Ta BIHOBIEHHS MiCIIs
KiOEpIHIUJICHTY

Camocriiina po6oTa 5. JIoryBaHHS! Ta MOHITOPUHT
K KJIFOYOBI €JIEMEHTH BUSBJICHHS 1HIIHUICHTIB

Camocriiina po6oTa 6. CTpuMyBaHH4,
BUKOPIHEHHS Ta BITHOBJICHHS MICJIS 1HIIUJICHTIB

Jlekiis 4. [ominmeHHs: MOXKJIMBOCTEN MPOIIECY
yIpaBIiHHA KiOepiHIuAeHTaMu. PeTpocniekTrBa Ta
1HCTPYMEHTHU YIIpaBJIiHHS KIOCpIHIMACHTaMU

Camocriitna po6ota 7. AHaji3 3JJ0BMUCHOTO
IPOrpamMHOro 3a0e3MeyeHHs

Cawmocriitna po6ota 8. PearyBanHs Ha 1HIIUJEHTH,
MOB'sI3aH1 3 XMapHUMHU TEXHOJIOTISIMH Ta
MOOUIBHUMH MPUCTPOSIMH.

Camocriitaa po6ota 9. Knacudikaris
Bpa3JMBOCTEN 1HOOPMALIMHUX CUCTEM

CeMiHapchke 3aHATTS 3. Buan Bpa3nuBOCTei,
OCHOBHI XapaKTEPUCTUKHU, CIPSIMOBAHICTb,
EKCILIOUTH

Jlexuist 5. MoniTOpuHT nofi# iHbopMariitHoi
oesneku. LlenTpu oneparttiiftHoi 0e3mekH, iX OCHOBHI
dyHKIIi, CTPYKTYypa Ta poi

Ceminapceke 3anaTTsa 4. CkIlalaHHs TUIaHY
pearyBaHHs Ha KiOCpIHIMICHTH

Camocriiina po6ota 10. OCHOBHI acnieKTH
CKJIaJIaHH1 THCTPYKIIIH 1IOA0 YIIPaBJIIHHS
KiOepIHUIKIEHTaMHU

Ceminapcbke 3aH4TTs 5. [loOyaoBa npoexkTy
1eHTpy onepaiiitHoi 6e3nexu SOC

Camocriita po6ota 11. 3acobu pearyBaHHs Ha
KiOepIHIIUIEHTH

Camocriiina po06oTa 12. AHasi3 pealbHUX KEHCiB




1010 PearyBaHHs Ha KiOSPIHIIUJICHTH
CemiHapcbke 3aHATTS 6. Buaum tectyBanHs 2
cucreM. Po6ota 3 cuctemamu IDS/IPS
Camocriiina po6oTa 13. AHaii3 iHITUACHTIB Ta 8
nudpona kpuMiHamicTuka. [ludposi qoka3u
Camocriiina po6ota 14. 3agaui udpoBoi 8
KPUMIHAJTICTUKHU
Ceminapcbke 3aHATTA 7. JKUTTEBUM UK 2
U(POBUX JT0KA31B, KPUMIHAIICTUYHI KOTIii,
JIAHITIOT 30epiraHHs

Camocriita po6ota 15. Opranizaiiiiiti Ta mpaBoBi 8
aCIICKTH PO3CIiAyBaHHs KiOSPIHITUICHTIB

Camocriiina po6ota 16. Cuenapii po3ciiyBaHHS 8
KiOEpIHIIUICHTIB

Camocriiina po6ota 17. Harionanbse ta 8

MDKHAPOJIHE 3aKOHOJIABCTBO y cepi
Ki0epOesreku. 3BITYBaHHs Ta KOMYHIKAIis

CamocriitHa po6ota 18. Bukopucranus mporpam 10
Autopsy, EnCase, FTK Imager

Camocriiina po0oTa 19. 10
MoayJ/ibHa KOHTPOJIbHA podoTa

Bcboro rogus 3a MoayJib 180 [10]14 156
Bcboro roguH 3a HaBYAJbHY AUCHHILIIHY 180 [10]14 156

IlincymkoBHii KOHTPOJIb (ex3amen)

OpranizaiiiHo-MeTOAUYHI BKa3IiBKM JO TMPOBEJACHHS HaBUYaJbHUX 3aHAThH
Ta KOHTPOJBHUX 3aXO/IIB: NPU NPOBEOEHHI 8 pedHcuUMi OQaauH NIaHy8amu npo8eoeHHs:
NPAKMUYHUX 3AHAMb 8 YeHmpi Kibepbe3neKu.

4. OcHOBHI MeTOIM HABYAHHSA

[lin yac BUKIAgaHHS HABYAIbHOI AUCHUIUIIHM MepeAdadyeHO 3acTOCYBAHHS
HACTYITHHUX (PopM.

Jlekmisi  —  JIOTiYHO  BUBEPIICHWI, HAYKOBO  OOIPYHTOBAaHUH  Ta
CUCTEMATU30BaHUI BHKJAJ TEBHOTO HAyKOBOTO a00 HAyKOBO-TIEAAroriqyHOro
MUTaHHS, UIFOCTPOBAaHMM 3aco0aMU HAOYHOCTI Ta JIEMOHCTpAIIEID pe3yJbTaTiB
JOCT>KEHb.

Jlekmiss € OJHMM 13 OCHOBHHMX BHIIB 1, BOJHOYAC, METOJIB ITPOBEIACHHS
HaBYaJbHUX 3aHATH, MMPU3HAYEHUX JJII 3aCBOEHHS TEOPETHUYHOIO Marepiany. BoHa
3aKjIala€ OCHOBM HAYKOBHX 3HaHb, BU3HAYAIOUM HAMpsSM, OCHOBHUH 3MICT Ta
XapakTep YyciX BUJIIB HaBYAJIbHUX 3aHATh, @ TAKOXK, TOJOBHUM YHMHOM, CaMOCTIHHOT
pob6oTH 3100yBayiB BUILIOT OCBITH.
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IIpakTu4yHe 3aHATTA — (OpMa HABUATIHLHOTO 3aHATTS, HA SIKOMY Yy 3/100yBaua
BUIIOT OCBITH IIiJT KEPIBHUIITBOM BHKJIadada (POPMYIOTHCS BMIHHS Ta HABUYKH
MPAKTUYHOTO 3aCTOCYBAHHS TEOPETHYHUX TIOJOKEHh HABYAIBHOI JIUCIMILTIHA
IUIIXOM BHUKOHAHHS 3700yBaueéM BHUIIOI OCBITH BIAMOBIAHO CQOPMYIHOBAHHUX
3aB/IaHb.

[TpakTHyHi 3aHATTS MPOBOIATHCS B AyAUTOPIi, OCHAIICHOIO KOMII IOTEPHOIO
TEXHIKOIO Ta TEXHIYHUMH 3ac00aMy HaBYAHHSI.

[IpakTuyHe 3aHATTS BKIIOYae B ceOe: MPOBEACHHS BHKIAJauye€M KOHTPOIIIO
3HaHb, BMIHb Ta HAaBUYOK 3700yBayiB BHUIOI OCBITH, IOCTAHOBKY 3arajibHOi
npobsieMu (3aBAaHHsA) Ta i1l OOTOBOpPEHHS 3a y4dacTiO 3700yBadiB BHUIIOI OCBITH,
pO3B’sA3yBaHHS 3aBAaHb Ta iX OOTOBOPEHHS, BUKOHAHHS KOHTPOJIbHHX 3aBIaHb, iX
MEePEeBIPKY Ta OLIHIOBAHHS BUKJIAIaueM.

Koncyabraniss — ¢dopma HaBYalnbHOTO 3aHATTS, HAa SIKOMY 3700yBay BHUIIO1
OCBITU OTPUMYE BIJl BUKJIaJlaya BiJMOBIJI HA KOHKPETHI 3alUTaHHs a00 MOSICHEHHS
OKPEMHX TEOPETHYHHUX TOJI0KEHb Ta iX BUKOPUCTAHHS Ha TPAKTHII.

CamocrTiiiHa pobOoTa 3a0e3MedyeThcsi HABUAIBHO-METOJUYHUMH  3acO0aMH,
nepe0auYeHUMU JIsl BUBYEHHS HaBUAJILHOI JUCIUIUTIHA: MIPYIHAUKAMHU, HaBYAJIbHO-
METOJMYHUMH TOCIOHMKaMHU, KOHCIIEKTaMH JIEKINH, MPaKTUKyMaMH, €JIEeKTPOHHO-
OOYHUCITIOBATILHOIO TEXHIKOIO TOILIO.

CamocTiiiHa poOoTa HaJ 3aCBOEHHSM HABUYaJbHOIO Marepialy MOXe
BUKOHYBATHUCS B 010110TEI1, KOMIT IOTEPHOMY KJIaci.

dopmu caMOCTIHOT poOOTH 3/100yBaUiB BUIIOI OCBITH:

—  ONpAIfOBaHHS TEOPETUUYHUX OCHOB MPOCIYXaHOTO JIEKIIITHOTO MaTepiany;

— BHUBUCHHS OKpPEMHUX TeM abo MUTaHb, mepeadadyeHuX Jisi CaMOCTIHHOIO

OTIPAITIOBAHHS;

— BHUKOHaHHS Pi3HUX 32 (HOPMOIO 1 3MICTOM 3aBJIaHb;

— MATOTOBKA J0 CEMIHAPCHKUX 3aHSITh;

— MIiArOoTOBKA JI0 TOTOYHOTO, MOTYJIBHOTO Ta MiJICYMKOBOTO KOHTPOJIIO 3HAHb;

— TMOIIYK Ta OIS JITEpaTypHUX JKEped 3a MpoOJieMaTHUKO HaBUYaJbHOI

JHUCIATLIIHY;
—  aHANITUYHUHN PO3TJIsLA HAYKOBOI IMyOTiKaIli ToIIo.

[lin yac BUBYEHHS HAYAJIBHOI JUCHMUIUIIHU «YTIPABIIHHS KIOCPIHIIUIECHTAMM)
BUKOPUCTOBYIOTHCS TaKi METOIM HAaBYAHHS:

— IIJT Yac MPOBEJCHHS JICKIIMHUX 3aHATh — JICKIlIg-JIiaor, 0ecijga, a Takox
HAOYHHMX METOJIB HaBYaHHS, 30KpeMa BUKOPUCTAHHS MYJIbTUMEIIMHUX MPE3CHTALIIM.
[lepenbaueHo 3acTOCYBaHHS TaKUX METO/1B (POPMYBAHHS MI3HABAIBHOIO 1HTEPECY SIK
HaBYaJIbHI AUCKYCIT;

— MiJ Yac MPOBEACHHS MPAKTUYHHUX 3aHATh — BUKOPHUCTAHHS PO3JATKOBOTO
Matepiaity, HOpMaTUBHO-TIPABOBI aKTH.
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5. OuiHOBaHHS pe3yJbTATIB HABYAHHSA

5.1 Pe3ynbraty HaBuaHHA 3700yBadya BHINOI OCBITM 3 HABYAIHHOI JUCHUILTIHU
oliHIOIThCcA 3a 100-0aiMbHOI0 MIKAIOK SIK cyMa OaliB MOTOYHOIO Ta MiJCyMKOBOTO
KOHTPOJIIO 13 3aCTOCYBAHHSIM HACTYITHUX BaroBHX KOE(DIIIE€HTIB, 3arajibHa CyMa SKHX

JOpiBHIOE 1:

Bun koHTpOIIIO

Baroswuii koedirieHt

[Torounuit kouTpoIIH (K)

0,6

[TincymkoBuii kouTpos (I1K)

0,4

IHincymxoBa cemecrpoBa ouinka (IICO) o04uciawerbess 3a  (opmyJioro:
HCO=K+IIK

5.2. CknagHukamMu JUisl OOYHMCIeHHS Oally MOTOYHOTO KOHTPOJIO 3700yBaua
BUIIO] OCBITH €:

Bunn Max
HaBYAJIbHOI JISJIBHOCTI KUJIBKICT
b OaJiB
3 cemecTp
Moayas Nel «YnpaBiiHHSA Ki0epiHIMIEHTAMM
BukoHaHHS Ta 3aXHUCT MPAKTUYHOTO 3aHATTA 1 15
BukoHaHHS Ta 3aXUCT MPAKTUYHOTO 3aHATTS 2 15
BukoHaHHS Ta 3aXUCT MPAKTUYHOTO 3aHATTA 3 15
BukoHaHHS Ta 3aXUCT MPAKTUYHOTO 3aHATTA 4 15

s 0onycKy 00 BUKOHAHHS MOOYILHOI KOHMPOALHOL pobOomu cmyoeHm mae
Habpamu He MeHue Habpamu He meHuie 48 banie

BukoHaHHsI MOAYJIBbHOI KOHTPOJIBHOI poOoTH Nel | 20
Y cboro 3a MoayJieM 80

Ex3amen 20
Ycboro 3a IMCHMIJIIHOIO 100

MiniMajbHa KiIbKIiCTh 0aJIiB JJIsI TOMYCKY 10 MiJICYMKOBOr0 KOHTPO.II0 48

oaJis.

5.3. [lIkana omiHtoBaHHS 3700yBayda BUIIOI OCBITH

Oriuka Or1iaka
3a 3a 100- .
3Ha4YEeHHS OLIIHKU
IIKAJIOI | OaJIbHOIO
€KTC IIKaJI010
Biominno — e6iominne 6uxoHaHHA JAuwe 3 HE3HAYHOI
KIIbKICMIO NOMUJIOK.
A 90-100 3)1_()6YB3"1 BHILO1 OCBiT?IV BUSBJIIE OCOOJIMBI  TBOpYI
3M10HOCTI, BMI€ CaMOCTIMHO 3700yBaTH 3HaHHA, 0€3
JIOTIOMOTH BHKJIa/Iada 3HAXOJIUTh Ta OMPAIbOBY€E HEOOXITHY
iHpopmMailito, BMi€ BHUKOPHCTOBYBaTH HaOyTI 3HaHHA 1
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BMIHHS JJI TPUWAHATTS PIlIeHb Y  HECTaHJapTHHUX
CI/ITyaIIi}IX MePEKOHIIMBO apryMeHTye BIJIMOBI/I,
CaMOCTIIHO PO3KpUBAE BIIACHI 001apyBaHHS 1 HAXHIIH.

84-89

Ilyorce 00bpe — suwe cepeonboeo pieHs, aie 3 KilbKoma
NOMUTIKAMU.

3z[o6yBaq BUIIOT OCBITH BUTHHO BOJIOJIE BUBUEHUM OOCSATOM
Matepially, 3aCTOCOBYE HOr0 Ha MPAKTHIL, BLTEHO PO3B 5{3y€
BIPaBH 1 3a7a4i y CTAHAAPTHUX CHTYalisX, CaMOCTIHHO
BUIIPABJISiE€ AOMYIICH] MOMMJIKH, KUTBKICTh SIKUX HE3HAYHA

75-83

Lobpe — 3acanom npasunvna poboma, ane 3 NEGHOIO
KIIbKICMIO NOMUIIOK.

3100yBay BHINOI OCBITH BMI€ 3ICTaBIIATH, y3arajibHIOBaTH,
CUCTEMATU3YBaTH 1H(b0pMau1}0 niJi ~ KEpIBHUILITBOM
BUKJIaJlaya; B IUIOMYy CaMOCTIMHO 3acTOCOBYBAaTH ii Ha
MPAaKTHULl; KOHTPOJIIOBATH BJACHY MISUIbHICTh; BHUIIPABIIATU
IOMMJIKH, CEpeJl IKUX € CYTTEBI, JOOMPATU apryMEHTU ISl
MIITBEPIXKEHHS TYMOK.

65-74

3ao0osinbrio — Henocamno, ane 31 3HAUYHON  KIIbKICMIO
HeOOoIKIE.

3n00yBay BHUIIOI OCBITH BIATBOPIOE 3HAYHY YACTHHY
TEOPETUYHOTO Marepiajly, BHSBIISIE 3HAHHS 1 PO3YMIHHS
OCHOBHHMX MOJIOKEHB, 3 JOINOMOIOI0 BHKJIaJada MOXKE
aHaJ13yBaTH HABUAJIbHUI MaTepiaj, BUIPABIATH MOMMIIKH,
cepes IKUX € 3HaYHa KIJbKICTh CYTTEBHX.

60-64

Jlocmamibo — 8UKOHAHHS 3A0080ILHAE MIHIMANbHI BUMO2U.
3100yBau BHINOI OCBITH BOJIOJII€ HaBYAJIBLHUM MaTepiajioM
Ha PIBHI, BUIIOMY 3a TMOYAaTKOBUH, 3HAYHY YAaCTUHY HOTO
BIJITBOPIOE HA PEMPOIYKTUBHOMY PiBHI.

FX

35-59

He3zaoosinbno — nompiona oooamkosa poboma.

3100yBad BHWINOI OCBITM BOJOJIE€ MaTepiaJioM Ha PiBHI
OKpeMHuX (pparMeHTiB, 110 CTAHOBJATh HE3HAUYHY YACTUHY
HaBYaJILHOI'O MaTepiary

1-34

Heszaoosinerno — nompiona snauna oooamkoea poboma.
3100yBad BHWINOI OCBITM BOJOJIE€ MaTepiaJioM Ha piBHI
€JIEeMEHTapHOIO pO3MI3HAHHSA 1 BIATBOPEHHS OKPEMHX
(haKTiB, CJICMEHTIB, 00 €KTIB.

6. PecypcHe 3a0e3neyeHHsI HABYAJIbHOI JUCUMILTIHA

PexomenmoBani mxepena inpopmarrii

OcHoBHa JiTeparypa:
1. BagineHkoBa

Al Teopermuni 3acaau Ta TPaKTUKa  YIIPABIIHHS

kiOepinnmaentamu / A. 1. BaBinenkoBa: moHorpadis. — K.: Ham. akan. ChY, 2025. —

146 c.

2. OpranizamiifHo-TIpaBOBl OCHOBH 3a0e3mnedeHHs kioepOesneku : [linpydanuk /

M. B. I'ymamok, A. I. Mapymak, [/[. C. Menpauk [Ta iH.] ; 3a 3ar. pea. [Ipucsokaroka
M.M. - KuiB : Hayk.-Bun. Bigain HA Cb Vkpainu, 2023. - 320c.
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3. OcHoBu KiOepripocTopy, kibepoesneku Ta kidep3axucty: HaBu. mociOHHK /
B. M. borym, B. B. borym, B. /. bpoBko [Ta i1.]. - K. : Jlipa-K, 2021. — 554c.

4. Basinenkosa A. 1. Meronu 1 moaeni nmpotuii Kibepatakam: HaBu. moci0. Kuis: HA
CbY,2023.-136c¢.

5. MixHapoaHe coiBpoOITHHITBO y cdepl 3amobiraHHa Ta MOPOTUIIl
TpaHCHaLIOHAIBHIN 3m04nHHOCTI [Teker] : monorpadis / 1. M. Jleran. — YepHiris :
HY «YepHniriBcpka nomitexHika», 2021. — 328 c.

6. KibepOesneka «cycninbcTBa 3HaHb»: Monorpadis / O. JI. Hosraub, A. B.
Tapactok, T. FO. Tkauyk. - K.; Oneca : denike, 2021. - 176¢.

7. Koryt lO. KibGepsiitHa Ta Oe3neka 00’€KTIB KPUTUYHOI 1HPPACTPYKTYpHU:
Koncantunrosa kommanis Cigkon, 2021. — 332 c.

JlonmomixHa jiTeparypa:

1. Bypsuok B.JI. Texnosorii 3a0e3nedueHHst Oe3neku MepexkeBoi 1H(pacTpyk-
Typu. [ITinpyunuk] / B. JI. Bypsuok, A. O. Anocos, B. B. Cemxo, B. 0. Cokonos, I1.
M. Cxnagannamii. — K.: KYBI', 2019. — 218 c. : in

2. Kozawok B.A., T'atinyp I'.1., I'axoB C.O., XmeneBcokuii P.M., Uymax H.C.
[Tomituku Oe3neku. HaByanbHUN MNOCIOHUK ISl CTYJAEHTIB BUIIUX HaBYAIBHUX
aknamie — KwuiB: YT HHI3I, 2020. — 167 c. BuxopucrtanHs eIeKTpOHHUX
(undpoBUX) AOKa31B y KpPUMIHAIBHUX MPOBAHKCHHIX: MeToA. pekoM. / [M. B.
I'ynamok, B. JI. I'aBnoBcekuit, B. I'. XaxanoBcekuit Ta iH.]; 3a 3ar. pea. O. B.
Kopmueiika. Bua. 2-re, non. Kuis: Bua-so Hau. akaza. BayTp. crpas, 2020. 104 c.

3. A.KosOenp Forensic 1V: 3nounH Ta mokapanHs: kuwra 2. Kuis: KinieBuii
oenedineap, 2024. - 192 c.

[ndopmatiiiai pecypceu:

1. CERT-UA - VpsgoBa komaHIa pearyBaHHs Ha  KOMI IOTEpHI
Ha3BUYaiHi moaii Ykpainu. URL: https://cert.gov.ua

2. llepxaBHa cimyk0a cremiaqbHOTO 3B 3Ky Ta 3axucty iHdopmarii. URL:
https://cip.gov.ua/ua

3. [IpaBuna OOMIHY 1H(popMaIi€ero po KIOEpIHUUIEHTH.
Pimennsm HarionanpHOTO KOOpAMHAIIIMHOIO IHEeHTpY KiOepOesneku mipu Pani
HaimioHanbHOI Oe3meku Ta obOoponu VYkpainu (IIporokom Ne2l 3acimanns
HarionanpHOTO KOOpAWHALIHHOTO MEHTPpY KibepOe3neku npu Paai HaiioHaabHOT
Oe3neku 1 obopoHu Ykpainu BiJ 09.02.2023). URL:
https://scpc.gov.ua/api/files/bc88a70b-4996-48b3-8491-44409c3aae?23

4. ENISA Considerations on the Traffic Light Protocol. URL:
https://www.enisa.europa.eu/topics/cyber-threats.

Anpeca po3MinieHHs1 po0040i NPOorpaMu HABYAJbHOI IMCIUTLTIHU:
https://moodle.academy.ssu.gov.ua

(oghiyitnuii seocaiim HA CBY / niamgpopma oucmanyitinoco nasuanus / enekmpoHHUll pecypc
HABYAbHO-HAYK0B020 IHCmumymy, kageopu, 6ioriomexu mowo)



https://cip.gov.ua/ua
https://scpc.gov.ua/api/files/bc88a70b-4996-48b3-8491-44409c3aae23
https://www.enisa.europa.eu/topics/cyber-threats
https://moodle.academy.ssu.gov.ua/course/view.php?id=273&section=1
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7. laHi mpo neperJsii po6040i NporpaMu HABYAIbHOI M CHUIIIHH

Ne | Jara, HOMEp IPOTOKOIY Pimrenns [Tigmuc
n/m 3acijiaHHs Kadeapu 3a pe3yJabTaTaMU Meperisiay KEpiBHUKA
(cmytbHOTO 3aciaHHs Kadenpu
kagenp)
1.
2.
3.
4.




